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PHYSICAL SECURITY DESIGN MANUAL (PSDM)
FOR MISSION CRITICAL FACILITIES (JAN 2015 EDITION)

REVISIONS TO TELECOMMUNICATIONS SYSTEMS
UNINTERRUPTABLE POWER SUPPLY (UPS) REQUIREMENTS

ISSUE: Revisions are needed in order to provide appropriate levels of
UPS in Demarcation Room and Main Computer Room per VA Office of
Information & Technology (OI&T).

CONCLUSION:

1) Revise section 9.3.1.3 (Telecommunications Systems/Demarcation
Room/Power) of the 2015 PSDM to: “All equipment in the demarc room
shall be powered from UPS equipment that will provide a minimum of 1
hour of service at full rated output. If the demarc room is part of the main
computer room, then UPS is not required. In addition, a risk analysis shall
be performed to demonstrate the need for compliance with NEC Article
708, Critical Operations Power Systems. Compliance with the provisions
of NEC 708 may be required for the electrical systems serving the demarc
room, including but not limited to upstream electrical distribution
equipment.

2) Revise section 9.3.2.3 (Telecommunications Systems/Main Computer
Room/Power) of the 2015 PSDM to: “All equipment in the main computer
room shall be powered from UPS equipment that will provide a minimum
of 4 hours of service at full rated output. In addition, a risk analysis shall
be performed to demonstrate the need for compliance with NEC Article
708, Critical Operations Power Systems. Compliance with the provisions
of NEC 708 may be required for the electrical systems serving the main
computer room, including but not limited to upstream electrical distribution
equipment.
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