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NUMBER 192-023

SUBJ: REVIEW OF VISTA PATCHES FOR EFFECTS ON VISTA BLOOD BANK SOFTWARE

1.
PURPOSE
This standard operating procedure (SOP) contains Health Systems Design & Development’s (HSD&D) policy and procedures for:

a. Veterans Health Information Systems and Technology Architecture (VISTA) software development related to the Blood Bank Software module of the Laboratory package, which is subject to regulation as a medical device based on the 1976, 1990, and 1992 Medical Device Amendments to the Federal Food, Drug and Cosmetic Act; and

b. Identification of the responsibilities of the related-package and Blood Bank Modernization (BBM) team members.

2.
POLICY

a. In order to ensure that appropriate change control measures are in place, modification of Laboratory package routines and files must be done using specific rules. For ease of reference, these have been placed in two major groups, Group A (components specific to blood bank functionality) and Group B (Laboratory components used in support of blood bank functionality).

(1)
For routines and files in Group A, changes may be made to the Blood Bank software only under the control of the designated BBM team staff. Change control is critical to Food and Drug Administration (FDA) good manufacturing requirements to which the software development process must adhere. The BBM team will follow its internal operating procedures (IOPs) when modifying items in Group A, which includes:

1. All options in the LRBL namespace;

2. All routines in the LRBL namespace;

3. The following routines in the LRU namespace:


LRUB
LRUC
LRUCN


LRUD
LRUDIT
LRUG


LRUL
LRUMSG
LRUT


LRUTL



4. Files:

AGGLUTINATION STRENGTH (#62.55)

BLOOD INVENTORY (#65)

BLOOD BANK UTILITY (#65.4)

BLOOD DONOR (#65.5)

BLOOD PRODUCT (#66)

BLOOD VALIDATION (#66.2)

OPERATION (MSBOS) (#66.5)

BLOOD COMPONENT (#66.9)

(2)
Changes to routines and files in Group B, which includes other Laboratory package files and routines, may be made only after formal evaluation by the BBM team, which allows them to determine potential impact on safety-critical requirements and to provide appropriate change control, as required. The majority of the routines in Group B are included because they relate to a patient specimen. Evaluation of the acceptability of a patient specimen is a safety-critical requirement. Many design safeguards exist. Group B includes:

(a) The following routines in the LR namespace:

LR7OB63
LR7OB630
LR7OFB0
LR7OR1

LR7OSBB1
LR7OSBR
LR7OSBR1
LR7OSUM

LR7OV3
LRAPS3
LRCENDEL
LRCKF

LRDPA
LRDPA1
LRDPA2
LROS

LRTSTJAM
LRTSTJAN
LRTSTOUT
LRU

LRUA
LRUFILE
LRUPA
LRUPACA

LRUPACT
LRUPT
LRUTW
LRUW

LRUWG
LRUWK
LRUWL
LRX

LRXREF1




(b) Files:

LABORATORY TEST (#60)

FUNCTION FIELD (#61.3)

COLLECTION SAMPLE (#62)

EXECUTE CODE (#62.07)

LABORATORY DATA (#63)

LAB LETTER (#65.9)

ACCESSION (#68)

LAB SECTION PRINT (#69.2)

LABORATORY SITE (#69.9)

(3)
Changes to the code/data dictionaries listed in Group A or Group B without BBM team review and approval may be subject to removal without warning.

b.
The BBM team must review all patches of related packages, regardless of content, to ensure consistent review and tracking of all possible conflicts between VISTA Blood Bank software and related packages.

3.
RESPONSIBILITIES

a. Related-Package Development Teams. The related-package development teams are responsible for: 

(1) Creating operating procedures to ensure that the creation of a patch or patch tracker message triggers notification to the BBM team;

(2) Taking appropriate corrective action if the BBM team’s response indicates a possible effect on VISTA Blood Bank software;

(3) Creating a development checklist to ensure that all patches are submitted to the BBM team for review and approval; and

(4) Ensuring that all patches include the Blood Bank Clearance Statement.

b. BBM Team. The BBM team is responsible for:

(1) Reviewing patches for potential effect on the VISTA Blood Bank software; and

(2) Sending a notice of approval or a list of possible problems to the Laboratory Development Team.

c. Related-Package Development Team Software Quality Assurance Analyst. The Software Quality Assurance Analyst is responsible for creating procedures to confirm that the BBM team reviewed and approved each patch.

4. PROCEDURES

a. Review Request

(1) All patches and their associated tracking messages will be forwarded to the BBM PATCH REVIEW TEAM mail group on Forum.

(2) For related packages (see Appendix B), a formal review request will be sent to the VHA OI SDD BBM Outlook mail group.

(3) If the need for changes to patch functionality arise subsequent to a BBM team review, the Developer will inform the BBM team of those changes and request a new review.

b. Approval/Problem Notification

(1) The BBM team will review related-package patches for potential effect on the VISTA Blood Bank software.

(2) The BBM team will send an e-mail notification to the appropriate development team of problems encountered during review or testing.

(3) Once all problems have been corrected, the BBM team will send e-mail notification of approval to the development team.

(4) Error reports and the Blood Bank Clearance Statement will be transmitted to the related-package Developer mail group (mail group name to be supplied in the requesting message) on Outlook and attached to the Patch Tracking Message on Forum.

(5) The Developer is responsible for inserting approval text from the BBM team’s e-mail message into the patch description under the “Blood Bank Clearance:” heading.

5.
REFERENCES

None

6. RESCISSIONS
None

7. FOLLOW-UP RESPONSIBILITY
Blood Bank Modernization Team

8. FOLLOW-UP DATE
August 2007
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DAN G. BISHOP

Director for Health Systems Design & Development

Appendix A: Definitions

Appendix B: Related Packages

DEFINITIONS
Blood Bank Clearance Statement: A statement that the patch was reviewed by a member of the BBM team and found to have no effect on VISTA Blood Bank software functionality.

Patch Tracking Message: A Forum message used to track the progress of the development and testing of a patch.

Related Packages: Laboratory, VA FileMan, Kernel, Kernel Installation and Distribution System (KIDS), ToolKit, and MailMan packages.

RELATED PACKAGES

Laboratory

The VISTA Blood Bank software is interwoven with the Laboratory software. An analysis was performed to identify all routines, options, and data dictionaries included in the VISTA Blood Bank software (listed in VHA Directive 99-053). All Laboratory patches that include routines/options or data dictionaries listed in group B in the directive must be analyzed by a BBM team member for the following:

· Risk analysis

· Effect on Blood Bank functional requirements

· Potential impact on sites

· Validation requirements by option (if necessary)

VA FileMan

The VISTA Blood Bank software uses many features of VA FileMan. An analysis of the impact of VA FileMan on Blood Bank software was performed prior to the release of VA FileMan v22. A validation test plan was devised based on a risk analysis of areas in which the Blood Bank software utilized VA FileMan functionality. Areas of VA FileMan that require monitoring by the BBM team include:

· Classic VA FileMan and DBS calls used to retrieve, view, edit, delete, and file data in fields

· Utilities that create reports from VA FileMan files

· Utilities that perform date/time manipulation

· DBS calls to extract data from data dictionaries

· Utilities for copying file entries between records 

· Utilities for updating cross-references

· DBIA916, which allows the software to use ^DIC(FILE_NO.,0,"GL") to locate global nodes for data
· DBIA2340, which allows Blood Bank software to look for DIU(0) when executing a ^DIK call
Kernel

The VISTA Blood Bank software depends heavily on Kernel for a variety of functions, including:

· Package security, including both sign-on and management of security keys

· Device handling

· KIDS utilities for patch distribution and installation at sites (see “KIDS”)

· Function libraries, in particular, string processing and date/time manipulation

· TaskMan for queuing reports

· Operating system specific utilities used in patch distribution integrity checking

Kernel is also the package responsible for a variety of files that are “SUPPORTED REFERENCES” for all packages, including Blood Bank software. Direct global reads are allowed in the following globals, which are managed by Kernel:

· ^DIC(4, … INSTITUTION

· ^DIC(19, … OPTION 

· ^DIC(19.1 … SECURITY KEY

· ^VA(200 … NEW PERSON 

· ^HOLIDAY( … HOLIDAY

KIDS

KIDS is an application within Kernel used to manage the creation and installation of software patches and version releases. KIDS must be used by all VISTA applications. KIDS is used by Developers to create builds and at target sites to manage the installation of the software. In the majority of cases, KIDS uses PackMan to transport the software via MailMan from the development environment to the Forum patch module, which then manages the distribution. 

ToolKit

The ToolKit package is a set of utilities that complement the Kernel software. The utilities are not used within Blood Bank functionality but are used as part of the software development life cycle. Examples of utilities used are:

· Kernel routine editor

· Checksum calculations

· Routine lister

· Routine verification

MailMan

The VISTA Blood Bank software uses some MailMan functionalities:

· Creation of a message to all users with the LRBLSUPER key when a blood donor unit is released under allowable circumstances, which requires that the Supervisor be notified.

· Use of supported reference ^XMB(1,1,"XUS") to determine the name of an institution.

· Creation of a message as part of an environment check routine prior to installation of a Blood Bank patch. The message reports to a specified mail group the integrity of the Blood Bank software as it existed just prior to the patch installation to verify that the sites have not incorporated local modifications into the medical device software.

· PackMan is utilized by KIDS to transport builds from a development account to the Forum patch module.
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