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Checklist Procedure

	Reviewed Current Thin Client Requirements
	

	510.1. Used the latest approved issue of SOP 192-510 and this checklist as a reference.
	(

	510.2. Thin client capability was planned for by: (select one)
a) Complying with thin client requirements during development of SD&D software.

b) Complying with thin client requirements when facilitating release of Class III software.

c) Including procurement language in inter-agency documents for GUI received from another government department or agency.

d) Including procurement language in procurement documents for GUI purchased through a government buy.
	(
(
(
(

	Coding Requirements – Installation
	

	510.3. Application will be installed to allow replication of registry entries or .ini files.  MS Windows Installer Service enables replication of registry files and .ini files for each user so user-specific application parameters can be stored.  The administrator must install the application in Install mode by using Add/Remove Programs or by enabling it from the command line after executing the changer user/install command.  The administrator must run change user/execute after the install. 
	(

	510.4. Disallowed installing multiple versions of the application with shared DLLs.  Shared DLLs across different versions will cause the application to fail in a thin client environment.
	(

	510.5. Application assumes that the application is being installed for all users.  The automated set-up for many applications assumes that the application is being installed for a single user, and updates the registry hive and desktop environment pertaining to just one user, causing additional installs if more users are brought online.  It is important to document and configure so that the install must be done into the default user environment common to all users when installing for thin client compatibility.
	(

	510.6. Created an Application Compatibility Script to correct installation problems if there are registry or other issues.  Scripts must be used to manually correct any known incompatibilities.
	(

	Coding Requirements – Network Access
	

	510.7. Application has not been programmed with a dependency on or need to know a user’s computer name, Internet Protocol (IP).  In a thin client environment, an application can only see the IP or NetBIOS address of the server.  Using an IP or computer name for identification will not work properly since it will not be unique to a client desktop or user in this environment.
	(

	510.8. Application negotiates client/server connections through a unique communication channel for each user session inside the system and inside the network.  If the application includes a server component such as a service that requires communication with the client application, the server component must differentiate between multiple clients on the same system.  Establish communication through a Remote Procedure Call or through named pipes with a different channel per user session.  Use a protocol that easily supports unique socket connections, such as TCP/IP, to prevent collisions from assuming a single system connection equates to a single user.
	(

	Coding Requirements – CPU Processing
	

	510.9. Tested and resolved all memory leaks.  Application must be tested in a thin client environment to see the magnification of memory issues when running the application multiple times by multiple users, which would normally be resolved by frequent device shut downs.
	(

	510.10. Application has disabled security holes in the environment that would allow the user to run programs outside the application’s boundary.  For example, a file/run command in an application can allow a user to run Explorere.exe causing a Windows Explorer instance to be opened, generating a security breach.  Application must realize that the user is not the system owner or administrator on the system the application runs on.  Applications must remove any features that could allow security holes.
	(

	510.11. Application has disabled ability to run multiple instances of specific functionality that will either cause an application failure or degrade system performance.  Background processes should test to see if they are already running if they provide a common or repeated service such as polling system resources, monitoring or managing application administration tasks, or processing data.
	(

	510.12. Application has not been programmed to assume a windows shell, including a browser, will be running or available to the user or application.  An administrator can choose to allow applications to run entirely without the shell or desktop to lock down a server beyond the single application in a task-based environment to reduce security and configuration problems.
	(

	510.13. Application does not modify the Graphical Identification and Authentication (GINA) component.  Windows APIs are available that allow for session management and client credential access, but they are only supported by Windows 2000 Terminal Services, and not by Windows NT Server 4.0 Terminal Service Edition.
	(

	510.14. Application maximizes use of a class library.  Class libraries, such as MS Foundation Class Library (MFC), have been tested to successfully work in thin client environments, having an advantage over re-engineered solutions.
	(

	510.15. Application has been written to be event-based rather than to be reliant on polling.  MS-DOS and Win16 applications were fond of polling, a CPU-intensive activity.  Event-based programming allows an application to idle, increasing performance.
	(

	Coding Requirements – Disk Accesses
	

	510.16. Application maximizes use of Windows APIs instead of custom engineered solutions.  Windows APIs have been modified to support the major thin client vendors and should be used before any custom software is written.  Hard coding of file paths, drive letters, and file locations are to be avoided.  For instance, Windows .ini files must be accessed using API or users will open incorrect copies.  Use registry keys and environment variables.
	(

	510.17. Application has disabled ability to run multiple versions of the application on the same machine.  Shared DLLs across different versions will cause the application to fail in a thin client environment.
	(

	510.18. Application has not replaced system files.  Replacing system files, such as the TCP/IP network stack, can result in serious server problems because while system file names are reused between Windows NT Server and Windows 2000 Server, the files may be very different.
	(

	510.19. Application allows access to DLLs and EXEs to all users.  All DLLs and EXEs must have Read and Execute permissions so multiple users can access them.
	(

	510.20. Application does not assume persistence of files in Temp.  Administrators can set a policy to delete everything in the Temp folder each time a user logs on/off.  Files stored in Temp should only be needed during the current user session, nor should they contain information to be used for a session recovery after a crash.
	(

	Coding Requirements – Graphics
	

	510.21. Applications which rely heavily on photographic, video or other bandwidth-intensive images must initiate a discussion with VDSI on the feasibility of thin client compatibility and the need for an exemption from the requirements in this SOP.
	(

	510.22. Application uses vector-based graphics instead of bitmaps.  Applications should use a raster operator to brush graphics on the screen for optimal performance.
	(

	510.23. Application minimizes the use of dithering for bitmaps.  Avoid using bitmaps with more than 240 colors.
	(

	510.24. Application does not cause bitmaps to be displayed in segments.  Do not adopt the technique of breaking up bitmaps because they will generate a partial image to be on the client with display occurring in chunks.  Manage the size of your bitmaps and test the impacts of their size and design.
	(

	510.25. Application minimized splash screens.  While these displays work well in a local video environment, splash screens transmitted across a network to a client consumes extra bandwidth and forces the user to wait before accessing the application.  Limit the number of splash screens and the size of the bitmap, and test over a moderate network speed (28.8k or 33k).
	(

	510.26. Application minimized use of animation.  Animation consumes CPU time and video bandwidth.  Allow animation or bitmap-intensive features to execute only when they detect a local desktop operating system, rather than a remote session.
	(

	510.27. Application minimized use of blinking.  Blinking cursors generate traffic between the server and client.  The application should allow for a setting to turn this feature off in thin client environments.
	(

	510.28. Application minimized use of photographic images.  Photographic images should be avoided because they rarely contain contiguous pixels of the same color, which disables the ability to reduce the image with a compression utility.
	(

	510.29. Application minimized direct video access.  When a video stream runs over a network connection the integrity and view ability of the video will be compromised by the amount of time it takes to render the final screen and may show multiple images or overlays.  Off-screen buffers should be used as an intermediary to process the video stream.
	(

	Coding Requirements – Peripheral Hardware
	

	510.30. Application is not dependent upon a fixed set of client-side peripherals.  A thin client environment does not natively support serial, parallel or sound ports that are integrated into the client desktop system (except for keyboard and mouse).  The application must realize that the hardware environment can be different for the application from user to user.  Configuration of print and file access, or other peripherals, must be done with RDP protocol in Windows 2000 Server, or through network redirection with Windows NT Server.
	(

	Coding Requirements – Global Objects & Application Components
	

	510.31. Application has properly separated global (machine) registry information from local (user) registry information and used the correct hive.  HKEY_CURRENT_USER affects one user session only; HKEY_LOCAL_MACHINE affects all users on the machine.
	(

	510.32. Application has properly separated local file-based data constructs away from global locations.  User preference files must be stored in the user’s home directory or a user-specified directory, not stored in the system directory or program directory.
	(

	510.33. Application has properly separated user-specific temporary files from global locations.  Cached data, data passed between applications, and other temporary files must be stored on a per-user basis.
	(

	510.34. Application supports customization though user profiles.  Components for all users are limited or enlarged to those selected by the administrator at installation.  Group or System Policy editing tools should be used to specify settings for the user desktop.  At run time, configure the desktop based on settings in the current user’s registry hives.
	(

	510.35. Application allows a system administrator to be able to override end-user selections by setting Group or System policies.  Application options should be designed to check group or system policies first and default to those policies.
	(

	Demonstrates Compliance with Thin Client Requirements
	

	510.36. Included a completed checklist as a mandatory work product for SQA/IV&V review: (select one)
a) Completed checklist for GUI developed by SD&D or developed in VA and elevated by SD&D to Class I.

b) Completed checklist as part of acceptance or integration testing of GUI obtained through a COTS or GOTS arrangement.
	(
(

	510.37. Tested operation in a thin client environment in an SD&D test lab environment with thin client machines to a thin client server.
	(

	510.38. Tested operation in a thin client environment by selecting field test sites for pre-release testing who have locally implemented thin client solutions and who are able to execute tests of the application with thin clients machines.
	(

	510.39. If a procurement, feedback was given to VDSI on the effectiveness of the procurement language.
	(

	510.40. Obtained an exemption from the Director, VDSI when thin client environments did not support special requirements of the GUI application.
	(
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