
VETERANS HEALTH INFORMATION (VHA) OFFICE OF INFORMATION (OI)

DIRECTOR FOR HEALTH SYSTEMS IMPLEMENTATION, TRAINING, AND ENTERPRISE SUPPORT (HSITES)
NUMBER: 196-8
SUBJ:  Release of Patches 
1. PURPOSE

This standard operating procedure (SOP) establishes policy and procedures for the proper distribution of software patches to Veterans Health Information Systems and Technology Architecture (VistA) sites on a national level. The SOP specifically relates to software development via a patch release. Procedures for package release are defined in Health System Implementation, Training and Enterprise Support (HSITES) SOP 196-5, National Software Package Distribution. 
2. POLICY

The procedures described in this document provide the means for guiding the Enterprise VistA Support (EVS)/Enterprise Management Center (EMC) specialist in releasing a software patch. All software patch releases will adhere to the procedures contained in this SOP. All Class I software will be released by EVS/EMC via the Project Support Specialist (PSS).  The Support Specialist (SS) provides application support after the patch is released.
3. RESPONSIBILITIES

a. Division Directors: EVS/EMC Division Directors will designate a PSS for each patch release.

b. Project Support Specialist:  The PSS will coordinate the activities relating to the national release of a patch to VistA sites. 

c. Division Director, EMC Support Services: The Division Director, VHA HSITES/ EMC Support Services, is responsible for insuring that other entities such as Consolidated Mail Outpatient Pharmacies (CMOPs), Employee Education System (EES), Department of Defense (DoD) facilities, and Indian Health Service (IHS), which are aligned with the Office of Information (OI), have a means of receiving notification and obtaining VistA software electronically or by other mechanisms.
d. Content/Update Responsibility: The Associate Deputy Directors Enterprise VistA Support has responsibility for the content and maintenance of this SOP.  The signed copy of this SOP and other related SOPs and policies will be posted on the HSITES website http://vaww.hsites.med.va.gov/PAGES/pgHSITESPolicies.htm.

4. PROCEDURES  
a.
The EVS Division Director appoints a PSS to perform the administrative and other activities of releasing a patch to the sites. An optional Patch Completion & Release Checklist is provided in Appendix A for use by the PSS. The PSS activities are listed below.
(1) The PSS will be a member of the project team for the patch release. The Division Director shall define the time commitment and scope of PSS involvement with the Health Systems Design & Development (HSD&D) project team.  
(2) The PSS will be assigned as a resource to the appropriate activities in Teamplay and will be responsible for requesting that those activities be added to TeamPlay by the HSD&D representative.  

(3) The PSS will ensure that routine patches are released to the medical centers within ten (10) business days after receipt from HSD&D unless otherwise agreed upon. Emergency patches will be released within twenty-four (24) hours of completion by HSD&D, unless otherwise agreed upon.
(4) Upon receipt of the Completed/Not released patch the PSS will verify that all critical issues, reported by the test sites via the FORUM Patch Tracking point of contact message or other Patch Tracking tool have been resolved.  The Project Manager (PM) will utilize the process established by the Health Program Management Office (HPMO) to record resolution and acceptance of resolution. This will be documented and signed off by the HSD&D Quality Assurance (QA) Manager using the FORUM Patch Tracking point of contact (POC) message or the Patch Tracking tool. FORUM remains the primary tool for tracking test site issues due to its advantages in keeping discussions on a single thread.
(5) The PSS will receive a completed Patch/Package Completion Transition document and the Approval to Release memorandum from HSD&D before any patches are released. NOTE: The Approval to Release memo applies to any patch/software that contains enhancement code changes.
(6) The PSS will install the patch, following the provided installation instructions, in the HSITES support accounts after receipt of a completed version from HSD&D. Support accounts will contain operating systems that align with the Veterans Affairs Medical Centers (VAMCs). http://vaww.hsites.med.va.gov/PAGES/pgHSITESPolicies.htm
The PSS/SS has responsibility to work with the project team or ESS to determine if new Category Type and Items (CTI) needs to be setup in the Remedy application or any CTIs need to be inactivated.  New CTI setup includes identifying what groups will perform tier 2 and tier 3 support roles and the group membership. The PSS/SS shall log a remedy help desk ticket for the Remedy application to inactivate previously supported CTIs or to create the new CTI and groups.  
NOTE:  The completed Package/Patch Completion Transition document will give the details.  
(7) GUI versions must be installed based on the user documentation. The PSS will ensure the patch description contains the version and size of the executable file; a statement about the prior client install compatibility; a statement whether the files can be copied rather than installed if running from a server; and a statement at the beginning of the patch alerting sites that this patch contains a new GUI.
(8) The PSS will perform a secondary review following SQA’s initial review of the patch documentation for grammatical errors and logical flow
(9) The PSS will verify routine checksums and the routine second line for accuracy.  The PSS will also check to see if patches contain required patches/builds for routines that have been previously patched.  
(10) The PSS will ensure that if an emergency patch requires another patch, the required patch has a compliance date that is equal to or less than the date of the emergency patch.
(11) If appropriate, the PSS will check the patch description for inclusion of approval text from the Blood Bank Modernization (BBM). The text will be included under the “Blood Bank Clearance:” heading in the patch description.  For a listing of applicable software, refer to HSD&D SOP 192-023 Review of VistA Patches for Effects on VistA Blood Bank Software. 
(12) The PSS will verify that the Kernel Installation Distribution System (KIDS) software checks that the package version is the same as the patch being installed. This can be verified by checking the patch installation file.
(13) The PSS will release the patch to the field.  This entails:

1.  Placing it on the anonymous.software directory 

2.  Verifying that it replicated to the other directories if applicable

3.  Entering the compliance date

4.  Setting it to the correct status (V) in the PATCH MODULE on FORUM 

NOTE:  File protections are automatically set on all systems when they are replicated.
(16) The PSS will close all related problem tickets resolved by the patch.
(17) The PSS will coordinate the shipment of Compact Disk Read-Only Memory (CD-ROM) disks when applicable.
(18) The PSS accomplishes OI release notification when the mail message is sent to the FORUM G.PATCH mail group.  Other mail groups can also be notified as determined by the project team.
(19) In the event the PSS receives a completed patch that he/she determines should be returned to HSD&D, the PSS will:

(a) Notify HSD&D software quality assurance (SQA) by responding to the “Completed/Not Released” message associated with the patch. The reason for returning the patch will be included in the message. 

(b) The patch status should be returned to ‘under development’.
(c) If the PSS and the PM do not agree that the patch is ready for national release or if the PSS determines that the patch is not suitable for national release, Appendix B Unacceptable Patch for National Release, must be completed by the PSS and approved by the Division Director and Associate Deputy Director before sending to the PM.
(20) Based on the procedures in this SOP, a PSS can determine that the patch is not suitable for national release, but due to mandates or other forces the patch must be released ‘as is’. In this case, the PSS should:
(a) Complete Appendix C National Release of <Software name Designation> with Reservations. 
(b) Submit the document to the PM, Division Director, and Associate Deputy Director.  
(c) The PSS should verify that a completed  Software Release with Known Defects memorandum from the PM was approved prior to releasing the software. The PSS should also verify that documentation of the approved known defects and resolutions will be provided to the field in the patch description and/or release notes.     

b. Final Distribution of the Patch.  
The final distribution files are:

(1) Assembled by HSD&D, ensuring proper format and naming convention (.RTN, .TXT, .GBL, .PDF, etc.) and are made available to the PSS. 
(2) The PSS will place the final distribution files on the anonymous.software directory.  Duplicate copies of the files may be kept on several systems for replication and/or rapid file distribution if applicable. 
(3) One EVS/EMC team will be responsible for national distribution.
(4) The EVS/EMC support team will be the team that provides Tier 2 support to sites for the software.  Typically, the development/maintenance team provides Tier 3 support.  If support is provided by a different person/group the designated Tier 2 and Tier 3 support teams must be listed in the patch documentation.  If non-MUMPS software is expected to interface with VistA MUMPS software, and either the Tier 2 or Tier 3 support teams are not the same as the VistA patch, the POC information needs to be included in the VistA Patch documentation. Also, new and/or existing Remedy Category, Type, and Items (CTI) will need to reflect the correct Tier 2 and Tier 3 support teams. 
c. A FORUM release message for Information Resource Management (IRM) Chiefs will be sent at the discretion of the PSS. If sent, the message is created by HSD&D and sent by the PSS to the field at the time of the patch release.
NOTE: FORUM release messages are usually reserved for enhancement patches.

(1) The subject of the FORUM message will contain the following structure:

Subject:  Release of Software Package Distribution Name, Version #

Example:  Subj: Release of Remote Order Entry System (ROES) V3.

(2) At a minimum, the FORUM mail message will include the following:
(a) To:

(b) From:

(c) Subject:

(d) Release information: (functionality information, resource/equipment requirements, etc.)

(e) Software retrieval: (file names, description, byte count, location and availability date and any other pertinent information)

(f) Documentation: (distribution date)

(g) Mandate:

(h) Compliance date:

(i) Installation/implementation: 

(j) Statement indicating POC for additional information or problems.

(k) Statement indicating that changes/impacts to this package will be reported on the FORUM release message.

(3) The mail message will be sent to the following mail groups in FORUM:

(a) G.SITEMANAGERS

(b) G.CS STAFF

(c) G.SSA

(d) Appropriate ADPAC Group(s)

(e) G.SITEMANAGERS
(f) G.PATCH
5.  
SOFTWARE RETRIEVAL FROM ANONYMOUS DIRECTORIES

The software for patches is available for retrieval via File Transfer Protocol (FTP) based on the date it was placed on the directory.  All VA medical centers are encouraged to use the Transmission Control Protocol/Internet Protocol/File (TCP/IP) FTP functionality to obtain the software from one of the following OI Field Office ANONYMOUS.SOFTWARE directories: 

IRM Field Office
FTP Address                      

VistA Download Site
download.vista.med.va.gov
Albany
ftp.fo-albany.med.va.gov  

Hines
ftp.fo-hines.med.va.gov

Salt Lake City   
ftp.fo-slc.med.va.gov 

6.  References

a. M-11, Chapter 14.

b. VHA Directive 2001-023:  Installation Timeframes for Veterans Integrated Systems Technology Architecture (VistA) Software Packages and Patches.

c. Consolidated VistA Software Distribution Directories SOP 193-7, April 1, 2001
http://vaww.hsites.med.va.gov/PAGES/pgHSITESPolicies.htm
7. RESCISSIONS
None
8. FOLLOW UP RESPONSIBILITY
EVS Management Systems Assistant Deputy Director
9. FOLLOW UP DATE  
As needed but no later than April 2011 
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______________________________________________
Monica M. Oster
Acting Director for HSITES

APPENDIX  A 
Patch Completion & Release Checklist





Patch____________________________ EVS/EMC Team ______________________________

Project Support Specialist_____________________ NPM #________________
Date Received __________________Date Released _________________Priority

Compliance date_________ ___________ Other Packages

Associated Problem Tracking #

Patch POC Forum Message #

Test Sites

Comments

Patch POC Forum Message # 
 

OK-F-N/A OK or Checked = All issues resolved, F = Failed, N/A = Not Applicable

(
Patch Release Checklist
____ Obtain Package/Patch Completion Transition document and Approval to Release Memorandum (ARM), from HSD&D
____ Obtain the Testing Services Approval for Field Test Release document from HSD&D
____ Review narrative for accuracy, clarity, and completeness
____ Review narrative for entry of associated problem tracking entries, E3R or service request.

____ Review narrative for the inclusion of approval text from the Blood Bank Modernization 

         email message. The text will be included under the “Blood Bank Clearance:” heading.  

         Refer to HSD&D Blood Bank SOP 192-023 for applicable software at http://vista.med.va.gov/sepg_lib/Standard%20Operating%20Procedures/192-023%20Review%20of%20VISTA%20Patches%20for%20Effects%20on%20VISTA%20Blood%20Bank%20Software.htm
____ Ensure that required patches, software, and version dependencies with other packages are

         listed.

____ Check patch priority and category for appropriateness.
____ Make a backup copy of routines to be modified.
____ Verify ‘before’ checksums. (D CHECK^XTSUMBLD)
____ Install the patch on the appropriate test system.

____ Within the KIDS Installation Menu, use Install Package(s) to install the patch.
____ Check the timing of the install against the patch description, including Pre- & Post installs

         routines.

____ Review the Build File printout.
____ Verify the packed routines' checksums (D CHECK^XTSUMBLD) with those in the

         AFTER column of the patch narrative.

____ Verify that “Package File Link” is set.
____ Re-install the patch to insure that it is installable over itself, if possible.
____ Review file changes to make sure the dialogue reflects exactly what user will see.
____ Verify all previously released patches are applied and on second line, if appropriate

____ Review the Install File printout.
____ Ensure that the Host files are in place on the ANONYMOUS SOFTWARE subdirectory.
____ Ensure that documentation is included, if appropriate.
____ Synchronize release of the patch with other patches.
____ Change the status of the patch in the patch module to RELEASED.
____ Close all relevant problem-tracking tickets.
____ Apply the patch to relevant EVS accounts.

____ Review files/changes to make sure dialogue reflects exactly what the user will see
____ Confirm patch has corrected the reported problem.

____ Log time to the appropriate activities in TeamPlay for the patch. 








APPENDIX B




To:
Health Systems Design and Development (HSD&D) Project Manager

 From: 
Enterprise VistA Support/Enterprise Management Center (EVS/EMC) Project Support Specialist (PSS)

cc:
EVS/EMC Division Director


EVS/EMC Associate Deputy Director

Date:


Re:
Unacceptable Patch for National Release

Purpose

This notice is to inform you that <Software Name Designation> has been reviewed by HSITES and according to guidelines presented in SOP 196-8 Release of Patches was found to be unacceptable for National VistA Release based on the following parameters.

Unmet Standard Operating Procedures

<Please include in this section a bulleted list of deficiencies that did not meet the HSITES Standard Operating Procedures as defined in HSITES SOP 196-8 and any comments. >

Remediation

<Please include in this section any recommendations that the EVS/EMC specialist has that will mediate the current software deficiencies>

________________________________________

Project Support Specialist (PSS), EVS/EMC <PSS and team name>









APPENDIX C






To:
Health Systems Design and Development (HSD&D) Project Manager 
Product Business Owner
From: 
Enterprise VistA Support/Enterprise Management Center (EVS/EMC) Project Support Specialist (PSS)

cc:
EVS/EMC Division Director


EVS/EMC Associate Deputy Director
Date:
Re:
National Release of <Software Name Designation> with Reservations

Purpose

This notice is to inform you that <Software Name Designation> has been reviewed by HSITES according to guidelines presented in SOP 196-8 Release of Patches.  It is with reservation that we agree to the release of the software to a national audience.
Concerns

<Please include in this section a bulleted list of concerns based on the HSITES Standard Operating Procedures as defined in HSITES SOP 196-8 and any comments. >

Remediation

<Please include in this section any recommendations that the EVS/EMC specialist has that will mediate the current software deficiencies>

Note:

The Project Manager or designee will complete the Software Release with Known Defects Memorandum and distribute a copy to the EVS/EMC PSS. 
____________________________________
Project Support Specialist (PSS) EVS/EMC <PSS and team name>
�
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