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Section I: Course Design
Course Goal
Representational State Transfer (REST) is an architectural style used by software developers to build robust web services. After completing this course, learners will be able to use JAVA Persistence with RESTful web services. Learners will also understand how to test and debug RESTful web services using Apache TCPMon and incorporate best practices when using REST style services. Participants will complete an independent homework exercise in a virtual environment to debug a REST web service using REST testers and web browsers.
Audience
Target Audience: Software Developers, Web Developers
Secondary Audience: N/A
Assignment Type: Optional
Objectives
At the completion of this series of sessions, participants will be able to:
Apply knowledge of JAVA Persistence with web services
Compute problems using tools to test and debug REST
Explain best practices when using REST services
Use a REST tester and web browser to test and debug a REST service.
Competencies Addressed
The following table contains the desired competencies addressed by this course:

Table 1: Proposed Course Competencies
	Type
	Model
	Name
	Proficiency Level

	Technical
	SD
	Technology Application 
	3 

	Technical
	SD
	Software Engineering
	3

	Technical
	SD
	Computer Languages
	3

	Technical
	SD
	Web Development
	3



Justification
Table 2: Justification
	
	Justification

	X
	Skill Gap

	X
	Training Gap

	
	Special Circumstance










Course Outline 
The following table contains a content outline of the course.

Table 3: Course Outline
	Topic
	Description
	Instructional Tools
	Est. Time
(mins.)

	Welcome and Introduction
	Welcome and Introduction
Agenda
	Presentation 
	5 minutes

	Overcoming Problems in REST
	· Common Problems
· Fiddler and Debugging
· Additional Tools for Debugging
· Demo: How to Test and Debug RESTful Web Services 
· Understanding HTTP Codes
· CRUD
· Interactive Chat: All Clued Up
	Presentation
Demo
Chat
	20 minutes

	Securing REST Applications
	· REST and the Internet
· Public Key Infrastructure
· Stack Tracing
· Poll: What is the best way to secure REST APIs when PII and PHI data are being transferred to or from the server?
	Presentation
Poll
	10 minutes

	Best Practices for Better REST APIs
	· Top Four Best Practices
· Create usable REST APIs
· Follow Suggested Requirements
· Use Version Numbers
· Limit Fields Returned
	Presentation
Chat
	10 minutes

	Question and Answer (Q&A) and Wrap-Up
	Post-Course Homework Exercise
Summary
Q&A Session to Ask Questions to a Subject Matter Expert (SME)
Download
TMS Self-Certification
	Presentation
Q&A
	15 minutes

	TOTAL TIME
	60 minutes

	Post-Course Lab: Self-Paced Exercise
	Exercise: Debugging a REST API
	Self-paced lab (post-class)
	15 minutes

	TOTAL SELF-PACED LAB TIME
	15 minutes





Course Interactivity
This course offering is Interactivity Level 3.

Table 4: Course Interactions
	Name
	Tool(s)
	Description
	Interactivity Level

	Chat Challenge
	Chat
	Instructor poses an open-ended question. 
Participants share responses via chat.
Selected responses shared on screen.
	1/2

	Live Demo
	Demo
	Participants are able to view live demonstration of tool functions 
	1

	Q&A
	Ask the Presenter
	Interactive question and answer session on data gathering from non-technical employees.
	1

	Self-Paced Lab Exercise
	Exercise with Workbook
	Self-paced exercise in a virtual environment allows learners to practice what was taught during course session.
	3


Key People
The tables below list all of the people involved in the development and delivery of this specific course. Note that standard production staff (speaker coach, producer, social media support, registrar, audio/visual production team) are not listed in this document. 

Table 5: Course Development Team
	Name
	Role
	Email
	Phone

	Antoinette Hargrove
	VA TDC
	antoinette.hargrove@va.gov
	304-260-6838 

	Serena McDonald
	BAH Training Task Lead
	mcdonald_serena@bah.com
	703-377-0607

	Valerie Langston 
	BAH ISD
	valerie.langston@dutyfirstconsulting.com
	571-385-3896

	Erin Kraft
	BAH ISD
	erin.kraft@dutyfirstconsulting.com
	571-748-3797

	Mounir Khatib
	BAH SME
	khatib_mounir@bah.com
	817-258-1007

	Andrew Eiche
	BAH SME
	eiche_andrew@bah.com 
	703-377-1580

	Mark Fisher
	VA SME
	mark.fisher@va.gov
	678-215-1933



Table 6: Presenters/Guest Speakers
	Name
	Lower Third Title
	Role
	Email
	Phone

	TBD
	
	
	
	

	TBD
	
	
	
	



Table 7: Additional Support Team
	Name
	Role
	Email
	Phone

	Rosa Ayer
	VA OOL
	ayer.rosa@va.gov
	561-753-2827

	Guido Pozo
	BAH Competency Lead
	pozo_guido@bah.com 
	773-716-9166



Course Materials
The following materials are provided in support of this course:
VA Lync PowerPoint presentation (instructor notes and transcript provided in the Slide Notes section)
Sample Q&As for the Ask the Presenter section (included in Slide Notes)
Self-Paced Exercise Guidebook for Post-Course Lab


Template
The course will use the customized REST series template approved by ITWD.    
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Section II: Course Delivery
Course Title
Introduction to Representational State Transfer (REST) with Java, Beginner Part 3
TMS ID
VA 3878054
TMS Course Description
Representational State Transfer (REST) is an architectural style used by software developers to build robust web services. After completing this course, learners will be able to use JAVA Persistence with RESTful web services. Learners will also understand how to test and debug RESTful web services using Apache TCPMon and incorporate best practices when using REST style services. Participants will complete an independent homework exercise in a virtual environment to debug a REST web service using REST testers and web browsers.

Competencies
This course is tentatively mapped to OIT competencies at the proficiency levels listed in the table below. 

Table 8: Competencies and Proficiency Levels
	Type
	Model
	Name
	Proficiency Level

	Technical
	SD
	Technology Application 
	3 

	Technical
	SD
	Software Engineering
	3

	Technical
	SD
	Computer Languages
	3

	Technical
	SD
	Web Development
	3


Presenter/Speaker Titles
The table below lists all onscreen talent and titles to display during course delivery.

Table 9: Presenters/Guest Speaker Titles
	Name
	Lower Third Title
	Role

	TBD
	
	

	TBD
	
	





File List
The table below lists all production materials needed for the delivery of this specific course. 

Table 10: File List
	Display Name
	Type
	Filename

	Introduction to Representational State Transfer (REST) with Java – Beginner Part 3 Presentation
	Presentation
	BAH_Lync_REST with Java Part 3_Presentation.pptx

	Introduction to Representational State Transfer (REST) with Java – Beginner Part 3  Slides and Notes
	Download
	BAH_Lync_REST with Java Part 3_Slides and Notes.docx

	Introduction to Representational State Transfer (REST) with Java – Beginner Part 3 REST API Guidebook
	Download
	BAH_Lync_REST with Java Part 3_Guidebook.pdf

	Introduction to Representational State Transfer (REST) with Java – Beginner Part 3 Lesson Plan
	Lesson Plan
	BAH_Lync_REST with Java Part 3_Lesson Plan.docx

	Introduction to Representational State Transfer (REST) with Java – Beginner Part 3 Self-Certification Instructions
	Download
	TMS Self Certification Instructions.pdf

	REST 3 Demo
	REST 3 Package for VMware session
	Course-2-Demo-Final.zip

	REST 3 Client
	REST 3 Package for VMware session
	Course-2-Client-Final.zip

	REST 3 Server Exercise
	REST 3 Package for VMware session
	Course-2-Server-Exercise-Final.zip

	REST 3 Server Answer
	REST 3 Package for VMware session
	Course-2-Server-Answer-Final.zip






Production Directions
The following table lists transitions and stage directions for this session, including slide numbers and estimated time.

Table 11: Delivery and Production Directions
	Topic
	Slide #
	Talent and Setup
	Production Notes
	Est.
Time (mins.)

	Introduction to Representation State Transfer (REST) with Java – Beginner Part 3
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide1.JPG]

	1
	Presenter 1
[image: ]
	Show slide
	1

	Meet the Presenters
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide2.JPG]

	2
	Presenter 1 & Presenter 2
[image: Lou and Ray1]
	Show slide
	1

	Lync Information
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide3.JPG]
	3
	Presenter 1 & Presenter 2
[image: Lou and Ray1]
	Show slide
	1

	Agenda
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide4.JPG]
	4
	Presenter 1
[image: ]
	Show slide
	1

	Overcoming Problems in REST
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide5.JPG]
	5
	Presenter 2
[image: ]
	Show slide
	1

	Common Problems in REST
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide6.JPG]
	6
	Presenter 2
[image: ]
	Show slide
	1

	Fiddler and Debugging
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide7.JPG]
	7
	Presenter 1
[image: ]

	Show slide
	1

	Additional Tools for Debugging
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide8.JPG]
	8
	Presenter 1 & Presenter 2
[image: Lou and Ray1]

	Show slide
	1

	Demo: How to Test and Debug RESTful Web Services
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide9.JPG]
	9
	Presenter 1
[image: ]
	Show demo
	2

	Demo: How to Test and Debug (2)
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide10.JPG]
	10
	Presenter 1
[image: ]

	Show demo
	2

	Demo: How to Test and Debug (3)
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide11.JPG]
	11
	Presenter 1
[image: ]

	Show demo
	2

	Demo: How to Test and Debug (4)
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide12.JPG]
	12
	Presenter 1
[image: ]
	Show demo
	2

	Demo: How to Test and Debug (5)
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide13.JPG]
	13
	Presenter 1
[image: ]

	Show demo
	2

	Demo: How to Test and Debug (6)
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide14.JPG]
	14
	Presenter 1
[image: ]

	Show demo
	2

	Understanding HTTP Codes
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide15.JPG]
	15
	Presenter 2
[image: ]


	Show slide
	1

	CRUD
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide16.JPG]
	16
	Presenter 2
[image: ]

	 Show slide
	1

	All Clued Up
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide17.JPG]

	17
	Presenter 1
[image: ]


	Show slide
	1

	All Clued Up
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide18.JPG]
	18
	Presenter 1 & Presenter 2
[image: Lou and Ray1]


	[image: Lync Ask Presenter]	
Chat
Which HTTP response code category on the screen matches the clues below? Your clues are:
· A web browser displays a response, “OK”
· Codes that equal a successful reply 
 Monitor – 
Take screen shot of results
	3

	All Clued Up
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide19.JPG]
	19
	Presenter 1 & Presenter 2
[image: Lou and Ray1]

	[image: Lync Ask Presenter]
Chat
Which HTTP response category on the screen matches the clues below? Your clues are:
· A web browser displays a response, “Bad Request”
· Client error codes
Monitor – 
Take screen shot of results
	3

	All Clued Up
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide20.JPG]
	20
	Presenter 1 & Presenter 2
[image: Lou and Ray1]
	[image: Lync Ask Presenter]	
Chat
Which HTTP response category on the screen matches the clues below? Your clues are:
· A web browser  displays a response, “Internal Server Error”
· Codes that indicate the server is aware of an issue
Monitor – 
Take screen shot of results
	3

	Securing REST Applications
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide21.JPG]
	21
	Presenter 2
[image: ]

	Show slide
	1

	REST and the Internet
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide22.JPG]
	22
	Presenter 2
[image: ]

	Show slide
	1

	Public Key Infrastructure
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide23.JPG]
	23
	Presenter 2
[image: ]

	Show slide
	1

	Stack Tracing
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide24.JPG]
	24
	Presenter 2
[image: ]

	Show slide
	1

	Poll
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide25.JPG]
	25
	Presenter 1 & Presenter 2
[image: Lou and Ray1]

	[image: Lync Ask Presenter]	
Poll
What is the best way to secure REST APIs when PII and/or PHI data are being transferred to or from the server?
A. Use HTTPS instead of HTTP
B. Use certificate-based authentication
C. Use basic authentication

Monitor – 
Create poll
Take screen shot of results

Correct Answer:
B. Use certificate-based authentication
	3

	Best Practices for Better REST APIs
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide26.JPG]
	26
	Presenter 1
[image: ]


	Show slide
	1

	Top Four Best Practices
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide27.JPG]
	27
	Presenter 1
[image: ]

	Show slide
	1

	Create Usable REST APIs
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide28.JPG]
	28
	Presenter 2
[image: ]

	Show slide
	1

	Follow Suggested Requirements
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide29.JPG]
	29
	Presenter 1
[image: ]
	Show slide
	1

	Use Version Numbers in REST APIs
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide30.JPG]
	30
	Presenter 2
[image: ]


	Show slide
	1

	Limit Fields Returned by REST APIs
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide31.JPG]
	31
	Presenter 1
[image: ]
	Show slide
	1

	Post-Course Homework Exercise
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide32.JPG]
	32
	Presenter 1
[image: ]

	Show slide
	1

	Summary
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide33.JPG]
	33
	Presenter 1 & Presenter 2
[image: Lou and Ray1]

	Show slide
	1

	Ask the Presenter
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide34.JPG]
	34
	Presenter 1
[image: ]

	[image: Lync Ask Presenter]
Ask the Presenter

Monitor – 
Take screenshot of results

Example Questions and Answers:
Q1: What is the number one security issue that REST APIs are facing, and how can we as programmers learn to secure our REST APIs against this issue?
A1: The top security issue that REST APIs are facing is something called SQL Injection. This attack uses a code injection technique. It attacks by using blatant SQL statements which are inserted into an entry field. This in turn dumps database contents to the attacker. Imperva, a security company, did a study in 2012 and found that RESTful APIs receive four attacks per month. One way of reducing this risk is to use prepared statements on your database. A prepared statement is used to execute the same database statements repeatedly with high proficiency. Another way to reduce this risk is to perform input validation on client requests. We’ve also included a link in the handout that talks about how to secure REST APIs. (https://www.owasp.org/index.php/REST_Security_Cheat_Sheet)

Q2:Is there any web technology that we should avoid using in our REST APIs?
A2: It’s important not to try and create your own security framework. Use an existing, open-source library that has been peer-reviewed and tested. We also suggest implementing the security techniques that we’ve discussed today.

	10

	Download[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide35.JPG]
	35
	Presenter 1
[image: ]

	Show slide
	1

	Thank You
[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide36.JPG]
	36
	Presenter 1
[image: ]
	Show slide
	1

	TMS Self-Certification[image: C:\Users\541660\Desktop\BAH_LYNC_Introduction to RESTwith Java Part 3_20140924_v0 16\Slide37.JPG]
	37
	Presenter 1
[image: ]
	Show slide
	1

	TOTAL
	
	
	
	60




Appendix
Interactivity Level Definitions
	Interactivity Levels

	Level 1

	Course content is delivered using content presentation, polling, guest speakers, question and answering segments, and limited instructor-led questioning/communication segments

	Level 2

	Includes items from Level 1 plus extensive questioning/communication sessions (such as having learners comment during short video clips or while posting detailed questions)

	Level 3

	Includes all items from Levels 1 and 2 plus offline facilitated group assignments (groups of up to 10 individuals connect together using VANTS, Live Meeting, or other technology), facilitated labs (learners connect to VM sessions to complete assignments)


Production Note Icons
	Icon
	Name
	Description

	[image: Lync Ask Presenter]
	Ask the Presenter Results
	Display selected questions for the presenter(s) onscreen

	[image: Lync Ask Presenter]
	Chat Results
	Display selected Chat responses onscreen

	[image: Poll Icon]
	Poll Results
	Display selected Poll responses onscreen

	[image: Description: X:\Base Year 2\5 ITW\NHO MUVE Materials\3. Ready for Lead Review\MUVE Presentations\MUVE Toolbar Icons\twitter3.png]
	Twitter Results
	Display selected Twitter responses onscreen

	[image: Description: MC900307363[1]]
	Audio Cue
	Respond to an audio cue by instructor:
LET’S REVIEW YOUR CHAT RESULTS
LET’S REVIEW YOUR POLL RESULTS
LET’S REVIEW THE QUESTIONS ON SCREEN
LET’S WATCH THE VIDEO
LET’S GET A ROUND OF APPLAUSE
THANKS FOR JOINING US. (end of broadcast)

	
[image: ]

[image: Description: Lou and Ray1]

[image: Description: table]

	Presenter Configurations
One presenter


Two presenters


Two presenters at table
	Visually display the number of presenters onscreen and the setup/configuration (table, etc.)
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