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	Prerequisite Training
	All classes in the NCC curriculum.

	Purpose
	The purpose of this lesson is to provide instructions to validate a Veteran’s identity over the telephone and process his/her request for Level 2, or Premium Account, eBenefits access.

	Time Required
	1 hours 

	Instructional Method
	Class discussion and demonstration

	Materials/ Training Aids


	Remote Proofing Participant Guide

Access to Defense Self-Service Access Station

Access to the most recent version of the Broome Closet

	References
	Remote Veteran Identify Proofing User’s Guide v. 0.4 Draft
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 Remote Proofing Definitions

To fully understand this lesson, PCRs must be familiar with the following terms and definitions:

eBenefits

eBenefits is a VA and Department of Defense (DoD) sponsored web portal that provides servicemembers and Veterans access to VA and DoD systems. eBenefits enables an individual to access general information, claim status, update his/her mailing and payment address (to include direct deposit), review his/her payment history, and other claim-specific information. 

Remote Proofing

Remote proofing is the act of verifying a Veteran’s identity for the purpose of granting eBenefits Level 2 access without face-to-face contact. 

Personally Identifiable Information (PII)

Personally Identifiable Information (PII), as used in information security, refers to information that can be used to uniquely identify, contact, or locate a single person or can be used with other sources to uniquely identify a single individual.

Defense Manpower Data Center (DMDC)

DMDC maintains the largest archive of personnel, manpower, training, and financial data in the DOD. The personnel data holdings, in particular, are broad in scope and extend back to the early 1970s to cover all military services, all components of the Total Force (active duty, guard, Reserve, civilian), and all phases of the personnel life cycle (accession, separation, retirement).

Defense Self-Service (DS) Logon Account

Defense Self-Service (DS) Logon Account is an account that may be used by Veterans to access DoD and VA self-service functions available via eBenefits. 

Level 1 or Basic Account

A level 1, or a Basic Account, enables users to view general eBenefits information and customize it to suit their needs. With this type of account users can apply for some VA benefits, but they cannot view personal information from VA and DoD systems.

Level 2 or Premium Account

A Level 2, or Premium Account, gives users the highest level of access to eBenefits. It enables you to view secure, personal information from VA and DoD systems, such as claim status, payment history, etc.

DS Logon Registration

DS Logon registration is the process of an applicant’s request for a DS Logon account. Registration begins only after the applicant has read and accepted DoD’s terms and conditions and generates a one-time activation code and subsequent username and password.

Defense Self-Service (DS) Access Station

DS Access Station is the web-based application by which PCRs process a Veteran’s request for DS Logon account.

Defense Eligibility Enrollment Reporting System (DEERS)

DEERS is a DoD database that includes over 23 million records pertaining to active duty and reserve military and their family members, military retired, DoD civil service personnel, and DoD contractors. This system provides accurate and timely information for supporting DoD ID smart cards and is used to assist in establishing DS Logon Accounts.

Importance of Safeguarding Confidential Information

The following safeguards must be strictly adhered to when validating the identity of a caller and/or accessing DS Logon Access Station.

· When validating a Veteran’s information, PCRs must ensure the information provided matches that in our systems exactly.

· If any information the caller provides does not match our systems exactly, PCRs must end the remote proofing process and provide instructions to the caller about how to in-person proof.

· If at any point a PCR believes the person on the phone is not the Veteran, the PCR must end the remote proofing process and provide instructions to the caller about how to in-person proof.

· Whenever a PCR is accessing the DS Logon Access Station, care must be taken to protect unauthorized access. PCRs must ensure their workstation is locked whenever they step away from their desks.
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ID Protocol for Remote Proofing Purposes

There are multiple steps to validate a caller for remote proofing purposes.  In all steps, the answers provided by the Veteran MUST exactly match the information found in our systems. PCRs will primarily use Share to verify the information provided.

Step 1

Veterans must meet the basic ID Protocol by providing the following:

· Claim or Social Security number

· Full name

· Branch of service

Step 2

Veterans must receive their benefits via electronic funds transfer (EFT), also known as direct deposit, in order to be remote proofed. 

Verify the additional remote proofing questions as follows:

· Exact dollar amount of most recent electronic fund transfer (also referred to as direct deposit)

· Current checking or savings account number of the most recent electronic fund transfer (also referred to as direct deposit). 

Step 3

If the Veteran has provided the correct responses to the above questions, PCRs must also ask one or more additional “Challenge Question” from the list below:

· Date of birth

· Disability rating (percentage)

· What is the routing number or name of the financial institution where you received your last direct deposit? (If validating the name of the institution,this question is only applicable when the last deposited payment was for a Compensation or Pension benefit paid via VETSNET.)

Note: If the Veteran fails to answer one of the Challenge Questions correctly, PCRs have the authority to ask a different Challenge Question from the list.

How to Verify ID Protocol Answers

PCRs are required to verify the information provided by a caller matches the information we have of record. This is a vital part of protecting the Veteran’s personal information and must be strictly adhered.

Step 1
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 Step 2

It is important that PCRs look in the correct places to verify the Veterans’ electronic funds, also called direct deposit, information.
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To verify the amount and account number for the most recent direct deposit, PCRs must use the Payment History screen.  

Veterans must verify the deposit amount to the dollar (the change can be dropped).

A Veterans payment routing number may also be verified from this screen.

Step 3

It is important that PCRs verify the challenge question answers against the information shown in the system.

Date of birth

The Veteran’s date of birth can be verified in a number of places.

BIRLS Veteran Identification Data (VID) screen.
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Corporate > Person Screen

Additionally, the Veteran’s date of birth can be located on the MAP-D Customer Service screen and Award/Ratings > General Info screen.

Disability rating (percentage)
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The Veteran’s disability rating percentage should be verified on the Corporate > Award/Ratings > Rating Information screen.

The name of the financial institution where the Veteran received his/her last direct deposit

This question is only applicable if the last deposit was issued as a payment for compensation or pension benefits that has been issued via VETSNET.

To verify the banking institution for the last payment

1. Access FAS.

2. Search for the Veteran’s record using the file or Social Security Number in FAS.

3. Select “View Transaction History.”

4. Select “Payments.”

5. Locate the payment that corresponds with the most recent payment as showing on the Payment History Screen.

6. Verify the financial institution for that payment in the lower left corner of the screen.
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Retrieving the Veteran’s Record in DS Access Station

Once the Veteran’s identity has been verified as outlined above, the next step is to locate the Veteran’s record in DS Access Station and begin the process to request the Veteran’s Level 2 access. 

Logging in to DS Access Station

To log in, PCRs must 

1. Go to https://www.dmdc.osd.mil/appj/dsaccessstation/
2. Select Username / Password Logon Method

3. Enter your Username and Password

4. Click Continue

Note: Usernames and passwords are created by the regional office FCIO, and mailed to PCRs from DMDC.

Once logged into DS Access Station, the first screen that shows is the Retrieve Information page.
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Accessing the Veteran’s DEERS Record

In order to access the Veteran’s DEERS record, PCRs must enter the following information

· Veteran’s Social Security number

· Veteran’s first and last name

Notes:

PCRs should use the fields identified for “Sponsor or Veteran’s” information.

There are other fields available, but for Remote Proofing, PCRs only need the bulleted information above.

Once the Veteran’s information is entered, click on “Retrieve Information.”
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When the Veteran’s Information Is in DEERS

Once the Veteran’s record has been located in DEERS, PCRs must verify that the below information matches DEERS and Share:

· Veteran’s name

· Date of birth

This information can be viewed in DS Access Station by clicking on the “View Person Information” icon on the Overview page.
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What if the Veteran’s Name Doesn’t Match

It is common for a Veteran’s name to change after his/her service. If the Veteran’s names do not match in Share and in DEERS (first and last names – middle names are not at issue), the Veteran may need to take action to update/correct his/her name.
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If the Veteran’s name does not match in DEERS, the Veteran must contact DMDC to have his/her name changed in DEERS before proceeding.

To correct the DEERS/DMDC’s records, the Veteran will need to follow these steps:

1. Call the DMDC Support Office (DSO) so that a representative can tell you what documents you should provide to process the name change.

Phone numbers and hours of operation:

· (800) 538-9552

· (866) 363-2883 (for the hearing impaired)

· Monday through Friday 5:00 a.m. to 5:00 p.m., Pacific Time (Closed on federal holidays)

2. Mail or fax a copy of the relevant name change document (i.e., marriage or divorce certificate) to the DSO. Include your Social Security number, current phone number, and address.

Mailing address:
Defense Manpower Data Center Support Office
400 Gigling Road
Seaside, CA 93955-6771

Fax number:
(831) 655-8317

Request or Upgrade a DS Logon Account

If the Veteran’s name and dates of birth match in Share and DEERS, PCRs are authorized to request the Level 2 access.

On the Overview page, PCRs can see whether the Veteran has an existing basic account, or Level 1, access. In the event the Veteran has an existing basic account, select the icon to “Upgrade from Level 1 to Level 2.”

If the Veteran does not have an eBenefits account, select the icon to “Request a DS Logon.”
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When the requested action is selected, the Upgrade or Request DS Logon screen will show.
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On the Upgrade or Request DS Logon screen, PCRs are prompted to enter information from a primary form of identification. Primary forms of identification are government-issued ID cards.

	Examples of Primary Forms of Identification



	

	

	

	


To view the complete list of primary forms of identification, please refer to the Remote Veteran Identify Proofing User’s Guide.

To record the Veteran’s information about the primary form of identification provided, click on the green plus sign on the bottom of the page.
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Selecting the green plus sign will take you to a page to record information regarding the primary form of identification. 
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On this screen, PCRs must make selections and/or complete the fields. The information required depends on the document type selected. 

When all the required information is entered, select “Add Document” at the bottom of the screen.


You will then be returned to the Upgrade or Request DS Logon screen with the new documented reflected.


Next, select the radio button in front of “Remote Proofing.”

Select the checkbox indicating “Additional remote proofing as been performed.” This checkbox certifies that you verified the Veteran’s identify using his/her electronic funds transfer (direct deposit) information. 

Lastly, click on the “Upgrade” or “Request” button. (Reminder – if the Veteran already has a basic account, “Upgrade” will show. If it’s a new account, “Request” will show.)

A confirmation page will show indicating the Veteran’s account has been upgraded or requested. Click “Continue.” 


Then, PCRs will be returned to the Overview page.

If PCRs are executing a request for an upgraded account, it is effective immediately. For new account requests, the Veteran will receive an activation code in the mail in 6 to 12 business days. The Veteran will receive instructions on how activate the account with the code. Veterans can also go to the eBenefits Registration Page for step-by-step instructions on how to activate their account.

When the Veteran’s Information is NOT in DEERS

It is possible that a Veteran’s information may not be available in DEERS. 

When this happens, PCRs will receive an error message when trying to retrieve the Veteran’s information. 


When the Veteran’s Information Is NOT in DEERS

If the Veteran’s information cannot be retrieved from DEERS, PCRs actions are dependent upon whether or not the Veteran has verified service in the VA record.

Veterans with Verified Service

If the Veteran has verified service within the VA record, PCRs can issue a request to have the Veteran’s information added to DEERS and to request the Veteran’s Level 2 access. 


To determine if service is verified, in Share, do a BIRLS inquiry to check the information on the Veteran’s Identification Data (VID) screen.

In order to consider service verified, the following information must be complete in BIRLS:

· All the service verification information including

· Entrance on Duty (EOD) date,

· Release from Active Duty (RAD) date

· Branch of service, 

· Character of discharge, and 

· Separation reason.

Notes:

· Branch of service code is not "ARNG" or "ANG"

· Separation reason is "SAT," and

· Veteran's RAD is prior to June 1, 1968, and there is a "Y" in the VER field, 

or

Veteran's RAD is June 1, 1968, or later and there is a "Y" in either the VER field or VADS field.

If all the criteria are met, then use the BIRLS VID screen as verification of service.

If any of the information is missing, incomplete, or there is not a “Y” in VADS or Verified, we do not have verified service. PCRs must follow the instructions outlined below for Veterans without verified service.


Once a PCR has determined the Veteran’s service is verified in BIRLS, he/she must also confirm the Veteran’s 

· First and last name, and

· Date of birth

PCRs are confirming that the information the Veteran provides matches that in the VA record. 

Veterans Assistance Inquiry to Request Veteran Be Added to DEERS

If service is verified and the Veteran’s name and date of birth provided over the phone matches that in BIRLS, PCRs must submit a VAI in the Inquiry Routing & Information System (IRIS) to request the Veteran’s information be added to DEERS and Level 2 access be granted.

1.  Assume the role of person for whom you are creating the inquiry, i.e., write as if you are the veteran when you complete the customer entry forms.   Only Veterans or the Veteran’s legal representative (fiduciary, POA, etc.) can submit the information for the DEERS entry.  This process does not apply to third party informants, (spouse, other relative, etc).  

2.  Open IRIS and click on the “New” icon down arrow and select “New Inquiry.”    

3.  Click on the “Contact” tab found in the left center of the IRIS work area.

4.  Click on the Add icon and “Search Existing.”

· At the minimum, enter the Veteran’s last name and first name.  Do not use nicknames unless that is what shows on the Veteran’s legal documents.  Adding the phone number, e-mail address, and zip code in the fields further helps to identify the Veteran in IRIS.  Click on “Search.”

5.  If the veteran has an existing contact record in IRIS all the information in step #5 will populate the “Contact Details” section of the Inquiry form.  Proceed to step # 10.

6. If the veteran does not have an existing record, the search for will display the message, “There are no items to show in this view.”

7.  Select the “New Contact” button in the lower left corner of the search popup and click on it.

8.  A new contact record will display with the Veteran’s contact information partially displayed from the information used for the search.  

9.  Complete the rest of the information:

· Select the appropriate form of address.

· Include the veteran’s middle initial if it is used and the suffix, if used.  

· Click on the highlighted “Edit” and complete the address information.

· Enter the veteran’s phone number and e-mail address, if available.  

· You must try to obtain and enter all three means of contact information: the mailing address, phone number and e-mail address, for the DEERS VAI.  Another group will be responsible for adding the Veteran to DEERS and will need complete contact information.  

· On the “Veteran Info” tab, click in the “Veteran SSN” filed to put the cursor over the first pound sign (#) and type in the Veteran’s SSN.    

· Enter the Branch of Service, Date of Birth, and Claim Number if the veteran has an existing VA claim under the old VA claim number system.  Do not reenter the Veteran’s SSN under any circumstances.  

· Indicate that the Veteran is not deceased.

· When completed, click on the “OK” checkmark in the upper left corner of the pop up.

10.  You are again at the Inquiry form.  Complete the rest of the information in the data fields.

· Enter a Subject:  Add to DEERS.

· Vet is Inquirer on this Inquiry?  The answer is, “Yes.”

· In the “Assigned” field scroll down to find ”VBA Add to DEERS” and click on the “+” sign to click on the name of the person who will be the assignee.

· Open the “Topic/Subtopic” field and scroll down to find the topic “Add Veteran to DEERS” and open it to select the subtopic, “Add Veteran to DEERS.”

· Select the Type “Add to DEERS.”

· Select the Type of Response.  Remember, if e-mail is selected there must be an e-mail address in the “Email” field, and if Telephone is selected, there must be a phone number in the “Daytime Phone” field, etc.  

· Leave Status as “Unresolved.”

· Select the Veteran’s state from the dropdown list in the VBA RO Location (if applicable) field.

11.  Click on the “Messages” tab and click on the “Add” icon.

12.  Select “Private Note” and type in “Please add Veteran to DEERS.”  Include the Veteran’s sex and identify in the SHARE application where the Veteran was confirmed (Corporate, BDN, MPI, etc.).  

Note:  In addition to providing the information needed for creating a DEERS record, include the primary identification needed to establish a Level 2 account.  Please ask the caller to provide information from one of the primary identification documents listed in Section 4.0 Attachment A of the Remote Proofing User’s Guide.  For instance, record the name of the document, such as “Passport” or “State-Issued Drivers License” and the identification number, the applicable issue and expiration date, and country/state of issuance.      

13.  Review to make sure that all pertinent data elements are filled.  When satisfied that all is complete, click on the “Save and Close” icon in the upper left of the IRIS work area.   The message will clear from view as it is assigned to the “Add to DEERS” work group.

It will take on average two weeks for the process to be completed and the Veteran will be notified when the action is complete and Level 2 access has been granted.

Status Inquiries

When PCRs request a Veteran be added to DEERS and granted Level 2 eBenefits access, the process should be completed in approximately two weeks. If after 21 days (calendar), you get a call from a Veteran asking about the status of his/her request, a follow-up is required. 

To request the status of a pending request, PCRs must generate a VAI (follow the steps above on how to create a VAI).

· Select “VBA Remote Proofing” for the topic.

· Select the appropriate sub-topic, “Is account established?” or “Status of DEERS?”

· Assign the inquiry to the “VBA Remote Proofing” mail group.

Advise the Veteran he/she should receive a contact back as a result of this inquiry within five days.

Veterans without Verified Service

If the Veteran is not already in DEERS and we do not have verified service for the Veteran wishing to remote proof, PCRs must explain we will not be able to take the requested action at this time. 

Please advise the Veteran he/she must in-person proof. 

Advise the Veteran he/she will need to:

· Report to a VA Regional Office or Benefit Office. Provide the physical address to the office closest to him/her (this does not have to be the Veteran’s SOJ),

· Bring an original or certified copy of his/her discharge document (DD 214 or equivalent), and

Bring two forms of identification, at least one being a primary form of identification (please refer to the Remote Veteran Identity Proofing User Guide, Attachment A for a complete list of acceptable documents.
























































Notes





To correct VA’s records, the Veteran will need to…
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