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1.0 Security Online Web Application Overview

The Security Online Web Application was developed by the DMDC (Defense Manpower Data Center) to provide a means for primary and secondary Site Security Managers (SSMs) to manage the availability of other DMDC applications at a site. For information about the procedures for establishing sites and SSMs at those sites, refer to the Guide to Application Security Management.

Specifically, SSMs can use the Security Online Web Application to do the following:

· Add users to your site

· Grant or revoke permission for users to access applications in a process known as provisioning

· Update the email address and position information for users

· Deactivate and reactivate site users

· Monitor the training certification status of your site’s users

· View and update site information

The Security Online Web Application is a Web-based application, allowing authorized users to access and update information using Microsoft Internet Explorer version 6.0 or higher.

Note: SSMs are responsible for identifying DMDC application users, based on business needs. SSMs should consider the importance of security in user-access management. When an SSM has a large number of users, initial and ongoing verification of vetting and “Need to Know” can become burdensome and may suffer neglect. A reasonable maximum span of control for an SSM is 200 active users.

1.1 Safeguarding Confidential Information

Only users authorized by the DMDC may access the Security Online Web Application. Furthermore, only authorized users may view information or be informed in any way of information available in the Security Online Web Application. Every authorized user must safeguard the confidentiality of such information at all times to comply with the Privacy Act of 1974. Before leaving your PC unattended, be sure to log off the application. You can also lock your workstation for added security. See your System Administrator for instructions.

1.2 Privacy Notice

Due to Privacy Act considerations, protected information such as names and Social Security Numbers have been fabricated for the examples in this manual.

2.0 Integration with DMDC Learning

The Security Online Web Application is integrated with DMDC Learning, also known as the Learning Management System (LMS). This integration provides you with information about your training certification status and that of your site’s users.

Certification notification messages that pertain to you as an SSM are displayed when:

· You have not completed your SSM certification training for an application. These messages are displayed on the Home (Welcome) page and all provisioning pages (Add Site User and Update Site User).

· Your certification grace period is about to expire. The grace period varies for applications requiring recertification, but is typically 30 or 60 days before your certification expires. These courtesy messages are displayed only on the Home (Welcome) page.

When certification notification messages are displayed, the [image: image1.png]


 link is displayed at the bottom of the page. You can use this link to log on to DMDC Learning to complete your training.

Site user certification status messages that pertain to your site’s users are displayed on the Site User Detail and the Site Summary pages (see 5.4, “Understanding Site User Certification Status Messages” on page 20).

3.0 Accessing the Security Online Web Application

3.1 Logging On

To use the Security Online Web Application, you need an Internet browser that supports JavaScript, such as Microsoft Internet Explorer (version 6.0).

To log on to the Security Online Web Application:

1. Type the following address in your Web browser and press <Enter>.

https://www.dmdc.osd.mil/appj/audit/index.jsp

The Standard Mandatory DoD Notice and Consent page opens.
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Figure 3‑1: Standard Mandatory DoD Notice and Consent Page

2. Read the Standard Mandatory DoD Notice and Consent, then click OK.

The Registered User Logon page displays.
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Figure 3‑2: Registered User Logon Page

3. On the Registered User Logon page, select a logon method:

· Log on using your Common Access Card:

a. Insert your Common Access Card into the workstation’s card reader.

b. In the Select Logon Method section of the Logon page, select Common Access Card (CAC) by clicking the adjacent option button. (It is selected by default.)

c. Click Continue.

d. Follow your Web browser’s instructions to select and verify your certificate. If prompted, enter your Personal Identification Number (PIN) for your Common Access Card.

· Log on using your username and password:

e. In the Select Logon Method section of the Logon page, select Username/Password by clicking the adjacent option button.

f. Type your Username and Password in their respective fields.

g. Click Continue. If your log on information does not match the records stored in the audit database, a message describes the error. Retype your log on information and click Continue again.

Note: After three log on attempts, your password will be suspended. Contact the DMDC Support Center (DSC) at 800-538-9522 or 800-372-7437 (global) or via DSN at 698-5000 (CONUS) or 312-698-5000 (OCONUS) to request a password reset. When the DSC has reset your password, you must change it when you next log on.

4. If you are a Security Online Web Application user for more than one site, the Site Selection page displays a list of the sites to which you have access. 
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Figure 3‑3: Site Selection Page

Select the appropriate site from the list by clicking the adjacent option button, then click Continue.

When the authentication and authorization process is successful, the Home (Welcome) page displays.

3.2 Accessing Application Functions

In the left and top margins of most pages of the Security Online Web Application, there are links that provide access to the application’s functions.
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Figure 3‑4: Home (Welcome) Page

In the left margin:

5. Add Site User—Click to add a new user to your site (see 4.0, “Adding a New Site User” on page 7).

6. Update Site User—Click to view a user’s information, update a user’s title and email address, or view or change the user’s application access (see 5.0, “Viewing and Updating User Information and Application Access” on page 11).

7. Site Summary—Click to view and update information for a site and to view a list of users at the site and the applications to which they have access (see 6.0, “Working with the Site Summary” on page 24).

In the top right margin:

8. Change Password—Click to change your password (see 7.1, “Changing Your Password” on page 30). This function appears only when you have logged on with your username and password.

9. Help—Click to access the Security Online Web Application Help topics, which describe how to use the application and its functions (see 7.2, “Accessing Online Help” on page 32).

10. Log Off—Click to log off the Security Online Web Application (see 7.4, “Logging Off” on page 33).

11. The Site Name and Site ID of the current site displays at the top of most pages in the Security Online Web Application.

In addition to these functions, one or more certification notification messages may be displayed. When certification notification messages are displayed, a link to the [image: image6.png]


 displays at the bottom of the page. You can use this link to log on to DMDC Learning to complete your training (see 2.0, “Integration with DMDC Learning” on page 2).

4.0 Adding a New Site User

In order for a person to access DEERS (Defense Enrollment Eligibility Reporting System) applications, that person’s data must exist in the DEERS database. You can use the Security Online Web Application to add a person to the Users table of the DEERS database and simultaneously associate the user with your site.

Note: SSMs are responsible for identifying DMDC application users, based on business needs. SSMs should consider the importance of security in user-access management. When an SSM has a large number of users, initial and ongoing verification of vetting and “Need to Know” can become burdensome and may suffer neglect. A reasonable maximum span of control for an SSM is 200 active users.

To add a new user to your site:

12. Click Add Site User in the left margin. The Enter Person ID to Add to Site page displays.
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Figure 4‑1: Enter Person ID to Add to Site Page

13. In the Person ID field, type the identification number for the person you want to add.

14. If necessary, click the down arrow on the Type Code drop-down to select the type of Person ID. The options are as follows:

· S: SSN—indicates a Social Security Number (this is the default)

· F: FIN—indicates a Foreign Identification Number (for foreign military and nationals)

· D: TIN—indicates a dependent with a Temporary Identification Number

· T: TEST—indicates a Service Number for military personnel

· R: REFUSED—indicates a number created for a DoD (Department of Defense) contractor who declined to provide a SSN

15. Click Submit. The Add Site User page displays.

Note: If the person is already Users table of the DEERS database, the Site User Detail page displays instead of the Add Site User page (see 5.0, “Viewing and Updating User Information and Application Access” on page 11).
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Figure 4‑2: Add Site User Page, User Information Section

16. In the upper section of the Add Site User page, provide the person’s information:

· If the person is not in the PN (Person) table of the DEERS database, you can type information into any of the fields, as necessary. The First Name and Last Name fields are required.

After saving the user’s person information on this page, you can only update the user’s Position and Email Address.

· If the person is already in the PN (Person) table of the DEERS database but not in the Users table, the person’s information is displayed from the database, and only the Position and Email Address fields are available for you to populate.

17. In the lower, Application Access section of the page, grant the user access to listed applications by checking the corresponding check boxes.
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Figure 4‑3: Add Site User Page, Application Access Section

When granting access to applications, note the following:

· Only those applications that you as an SSM can grant access to are listed. To view a complete list of the active applications that the user has access to at your site, use the Site Summary (see 6.0, “Working with the Site Summary” on page 24). Authorized DMDC personnel maintain the list of applications and access levels you can grant to users.

· The application access code for an application determines the level of access users have to view or modify data. Applications that have more than one access level may be either Hierarchical (H) or List (L) applications. List and Hierarchical applications differ as follows:

· You can only grant one level of access to Hierarchical (H) applications. If you attempt to grant access to more than one access level, the highest numeric access level selected is assigned. The highest numeric access level may not be the highest level of access. For example, for some applications a ‘00’ access level might be Unrestricted; for others, a ‘00’ access level might be View Only.

· You can grant multiple levels of access to List (L) applications. For example, to grant a site user both Verifying Official (access level ’02’) and Issuing Officer (access level ‘03’) access to RAPIDS, check both check boxes. If you want to give a user all access levels, check all the check boxes.

· Application rows may be displayed in pink. You cannot provision (grant or revoke access to) these applications until you complete your certification training.
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You can use the [image: image11.png]


 link at the bottom of the page to complete your certification training (see 2.0, “Integration with DMDC Learning” on page 2).

Note: A certification status training message providing additional information about the application that you must complete training for is also displayed.

18. Click Submit. The Site User Detail page displays reflecting the information you submitted.

From the Site User Detail page, you can view/update the user’s information and application access (see 5.0, “Viewing and Updating User Information and Application Access” on page 11). You can also click certification information to display the user’s current certification status information (see 5.3, “Viewing a User’s Certification Status Information” on page 18).

5.0 Viewing and Updating User Information and Application Access

The Site User Detail page allows you to view detailed information about your site users and their application access at your site (see 5.1, “Viewing Site User Detail” on page 12). From this page, you can also do the following:

· Link to the Update Site User page to update the user’s email address and position and update the user’s application access (see 5.2, “Updating Site User Information and Application Access” on page 15) or reactivate the site user (see 5.6, “Reactivating a Site User” on page 22).

· Update certification status information for a site user (see 5.3, “Viewing a User’s Certification Status Information” on page 18).

· Deactivate (remove) a site user (see 5.5, “Deactivating a Site User” on page 21).
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Figure 5‑1: Site User Detail Page

5.1 Viewing Site User Detail

You can access the Site User Detail page directly as explained below, or indirectly by clicking the details link next to the user’s name in the Site User list on the Site Summary page (see 6.2, “Viewing Site User Overview and Application Access Information” on page 28).

To directly access a site user’s detailed information:

19. Click Update Site User in the left margin. The Select Site User to View/Update page displays.
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Figure 5‑2: Select Site User to View/Update Page

20. In the Person ID field, type the identification number of the person you want to find.

21. If necessary, click the down arrow on the Type Code drop-down to select the type of Person ID. The options are as follows:

· S: SSN—indicates a Social Security Number (this is the default)

· F: FIN—indicates a Foreign Identification Number (for foreign military and nationals)

· D: TIN—indicates a dependent with a Temporary Identification Number

· T: TEST—indicates a Service Number for military personnel

· R: REFUSED—indicates an assigned number for a DoD contractor who declined to provide a SSN

22. Click Submit. If the user is already in the database, the Site User Detail page displays. If the user is not in the database or if the identification number entered is invalid, an error message displays.
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23. On the Site User Detail page, review or change information as necessary in the Person Information section.

· Last Name, First Name, Middle Name, Title, and Cadency Name—You cannot update these fields.

· Position and Email Address—You can update these fields (see 5.2, “Updating Site User Information and Application Access” on page 15).

24. Review the Selection Information section. You cannot update this information.

· Person ID—This is the identification number for the user.

· Person ID Type Code—This code represents whether the Person ID is a SSN (S) or TIN (D).

25. Review the Database Status Information section.

· User Account Code—This is the alphanumeric username that users can use to log on to the Security Online Web Application.

· User ID—The ID number assigned to the person when the user was added to the DEERS database (see 4.0, “Adding a New Site User” on page 7).

· Registered on DB—This field displays ‘Y’ for existing users, indicating that the person is in the PN (Person) table of the DEERS database.

· Registered User—This field displays ‘Y’ for existing users, indicating that the person is in the USERS table of the DEERS database. Only registered users can access other DMDC applications.

· Active Site User—This field displays ‘Y’ for active users and ‘N’ for inactive users. To deactivate a user, see 5.5, “Deactivating a Site User” on page 21.

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

5.2 Updating Site User Information and Application Access

To update a user’s email address and position or modify the user’s application access:

26. Access the Site User Detail page by providing the user’s ID (see 5.1, “Viewing Site User Detail” on page 12).
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27. In the Site User Detail page, click update in the name bar at the top center of the page.
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The Update Site User page displays.
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Figure 5‑3: Update Site User Page

28. To update the Position or Email Address, edit the information directly in the fields in the user information section at the top of the page.

29. In the Application Access section, provision the user’s application access as follows:

a. To grant the user access to an application, check the application’s corresponding Active check box.

b. To revoke a user’s access to an application, clear the corresponding Active check box.

When granting and revoking access to applications, note the following:

· Only those applications that you as an SSM can grant access to are listed. To view a complete list of the active applications that the user has access to at your site, use the Site Summary (see 6.0, “Working with the Site Summary” on page 24). Authorized DMDC personnel maintain the list of applications and access levels you can grant to users.

· The application access code for an application determines the level of access users have to view or modify data. Applications that have more than one access level may be either Hierarchical (H) or List (L) applications. List and Hierarchical applications differ as follows:

· You can only grant one level of access to Hierarchical (H) applications. If you attempt to grant access to more than one access level, the highest numeric access level selected is assigned. The highest numeric access level may not be the highest level of access. For example, for some applications a ‘00’ access level might be Unrestricted; for others, a ‘00’ access level might be View Only.

· You can grant multiple levels of access to List (L) applications. For example, to grant a site user both Verifying Official (access level ’02’) and Issuing Officer (access level ‘03’) access to RAPIDS, check both checkboxes. If you want to give a user all access levels, check all the check boxes.

· Application rows may be displayed in pink. You cannot provision (grant or revoke access to) these applications until you complete your certification training.
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 link at the bottom of the page to complete your certification training (see 2.0, “Integration with DMDC Learning” on page 2).

Note: A certification status training message providing additional information about the application that you must complete training for is also displayed.

· You can quickly deny a user access to all applications by deactivating the user (see 5.5, “Deactivating a Site User” on page 21).

30. When you are finished making changes, click Submit. The Site User Detail page redisplays, reflecting your changes.

To display the user’s certification status, click certification information (see 5.3, “Viewing a User’s Certification Status Information” on page 18). To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

5.3 Viewing a User’s Certification Status Information

You can view a site user’s current certification status for applications at your site.

To view a user’s certification status:

31. Access the Site User Detail page by providing the user’s ID (see 5.1, “Viewing Site User Detail” on page 12).

[image: image20.png]Log Off

SITE: King River (BB6665)
Site User Detail

MR. JOHN DOE JR. update remove certification information
Person Information:

Last Narme DOE First Narme: JoHn

Middle Name: Tle MR

Cadency Name SR Position PERSONNEL CLERK
Ermail Address JOHN.DOE@OSD.PENTAGON.MIL

Selection Information:
Person I 858123456 Person ID Type Code:  §

Database Status Information:

User Account Code: User D 91632
Registered on DB: v Registered User Y
Active Site User 12

Application Access:

Status ID  Name (Type) Access Code/Description
Active | 0007 Orfine KB {1y 00 7 LEGACY.
0007 Orline KB () 01 / READ ONLY VERIFYING OFFICIAL
1007 Orline K& (1) 02 7 VERIFYING OFFIGIAL
0007 Orline KB (1) 03 / ISSUING OFFICER
stive 0007 Orline K ()08 SITE SECURITY MANAGER
0007 Orline KB (1) 14 / LOGICAL REGISTRATION AUTHORITY
Aciive: D03% Offine KB(HI 00/ UNRESTRICTED





Note: Initially a Certification Status column does not display in the Application Access section at the bottom of the Site User Detail page.

32. In the Site User Detail page, click certification information in the name bar at the top of the page.
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The Site User Detail page redisplays with a Certification Status column in the right side of the Application Access section.
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33. Review the Certification Status information (see 5.4, “Understanding Site User Certification Status Messages” on page 20). Certification status is displayed only for those applications that are marked Active in their corresponding Status column at the far left.

To access another application function, click an option in the left margin or top right margin (see 3.2, “Accessing Application Functions” on page 6).

5.4 Understanding Site User Certification Status Messages

The following certification status messages pertaining to the site’s users are displayed in the Certification Status column in the Update Site User page, but only after certification information is updated (see 5.3, “Viewing a User’s Certification Status Information” on page 18), and in the Certification Status column in the Site Summary page.

· Certification training available—The user has not completed their initial training for the associated application.

· Certification expired on MM/DD/YYYY—The user’s certification has expired for the associated application.

· Certification not needed—Either a certification is not required for the associated application, or recertification is not required for the application.
· Certification grace period expires on MM/DD/YYYY—The user’s certification expires on the date given. Certification training must be completed before this date.

· Certification valid until MM/DD/YYYY—The user has completed certification training and certification is valid through the date given.

5.5 Deactivating a Site User

When a user no longer requires access to any applications (for example, when the user is on leave for more than 60 days or no is longer employed at the site), you can revoke access to all applications by deactivating the user. Deactivated users can later be reactivated (see 5.6, “Reactivating a Site User” on page 22).

Deactivating a user removes all application access for that user, including applications and access levels that you do not have permission to assign. If you reactivate the user, you must manually grant access to each application.

Warning: If you deactivate a user who is an SSM, neither you nor any other SSM at your site will be able to reactivate the SSM.

To deactivate a user:

34. Access the Site User Detail page by providing the user’s ID (see 5.1, “Viewing Site User Detail” on page 12).
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35. In the Site User Detail page, click remove in the name bar the top of the page.
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A Confirm link appears beneath remove.
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Figure 5‑4: Site User Detail Page, Confirm Remove

36. Click Confirm. A message confirms the success of the operation. To verify the deactivation, access the Site User page again (see 5.1, “Viewing Site User Detail” on page 12). The Active Site User flag in the Database Status Information section of the page now displays as ‘N’ to indicate that the user has been deactivated.

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

5.6 Reactivating a Site User

When a deactivated user requires access to applications at your site (for example, when the user returns from temporary leave), you can re-grant access to all applications by reactivating the user.

To reactivate a user:

37. Access the Site User Detail page by providing the user’s ID (see 5.1, “Viewing Site User Detail” on page 12).

38. In the Site User Detail page, click update in the name bar at the top of the page.
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The Update Site User page displays (see Figure 5‑3).

39. Update the user’s information as needed including granting access to the necessary applications (see 5.2, “Updating Site User Information and Application Access” on page 15).

40. Click Submit. The Site User Detail page redisplays, reflecting your changes. The Active Site User flag in the Database Status Information section is now set to ‘Y’.

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

6.0 Working with the Site Summary

You can use the Site Summary to perform the following tasks:

· View and update information about your site (see 6.1, “Viewing and Updating Site Information” on page 25).

· View information about your site’s users (see 6.2, “Viewing Site User Overview and Application Access Information” on page 28).

[image: image27.png]SECURITY ) s, ;z

Please Select

Add Site User
Update User. 4|
St 1. King River (666666) update
| 2.———site Users
5. 3 DOE, JOHN JR. ~ details
Person ID: 858123456 Person D Type s
Code:
Tite: i e User Account Code
User ID: 91632
0007 00
0007 06
0033 00

0354 i}





Figure 6‑1: Site Summary Page, First Look

The Site Summary page works as follows:

41. The site name bar is in the Site Information section is at the top of the page. By default, the Site Information section is hidden (collapsed).

42. The Site Users list bar and Site Users section is below the Site Information section. By default, the Site Users section is displayed (expanded).

43. A name bar displays for each site user in the Site Users section.

44. Click the plus sign (“+”) toggle to expand and display a section that is hidden.

45. Click the minus sign (“-”) toggle to collapse and hide a section that is displayed.

6.1 Viewing and Updating Site Information

To view and update site information:

46. Click Site Summary in the left margin. The Site Summary page (see Figure 6‑1) displays.

47. Click the plus sign (“+”) adjacent to the site name bar.

The Site Information detail section displays.
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Figure 6‑2: Site Summary Page, Site Information

48. To update the site information:

a. Click update in the site name bar.
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The Update Site Information page displays.
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Figure 6‑3: Update Site Information Page

b. As required, update the site’s contact information in the upper section of the page.

c. As required, update the site’s name and mailing address in the middle section of the page. The mailing address is the address where you receive site correspondence and general mail. Every site must have a mailing address.
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Note: If RAPIDS is provisioned at your site, you cannot change the Site Name. In some cases, the Security Online Web Application may not be able to determine whether RAPIDS is provisioned and will appear to let you to change the Site Name. To determine whether this is the case for your site, log out of the Security Online Web Application and log back on again to check. If the name is not changed, contact the DMDC Support Center (DSC).

d. As required, update the site’s location address in the bottom section of the page. The location address is the address of the physical site where site personnel and equipment are located.

e. Click Submit. The Site Summary page redisplays reflecting your changes.

Note: To return to the Site Summary without saving your changes, click Cancel.

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

6.2 Viewing Site User Overview and Application Access Information

The Site Users section in the Site Summary displays overview information for all active site users (users with an Active Site User flag of ‘Y’ in the Site User Detail) at your site.

Note: Deactivated site users should not be displayed in the Site Users section of the Site Summary. If deactivated users are displayed, wait 10 minutes then recheck the Site Summary.

All active applications for the current site, not just those that you as a primary or secondary SSM can provision at the site, are displayed.

To view site user overview and application access information:

49. Click Site Summary in the left margin. The Site Summary displays (see 6.0, “Working with the Site Summary” on page 24).
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Figure 6‑4: Site Summary Page

50. Scroll to the name bar for the user. Below the name bar is an overview of the site user’s information followed by the user’s application access and certification status information for all applications that the user is associated with at your site.

Note: In the Site Summary, certification status messages displayed in red indicate that the user may be restricted from using the associated application(s) depending on how certification is enforced for those application(s) (see 5.4, “Understanding Site User Certification Status Messages” on page 20).

51. In the name bar, click the details link. The Site User Detail page displays. From this page you can view or update the user’s information and application access (see 5.0, “Viewing and Updating User Information and Application Access” on page 11).

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

6.3 Identifying SSMs at Your Site

You may be either the primary or secondary SSM at your site.

To determine who the other SSMs are at your site:

52. Click Site Summary in the left margin. The Site Summary displays (see 6.0, “Working with the Site Summary” on page 24).

53. Scroll through the Site Summary. Users with Application ID 0142 (Security Online) listed in their application access sections are SSMs at your site.

To access another application function, click an option in the left margin or the top right margin (see 3.2, “Accessing Application Functions” on page 6).

7.0 Other Application Functions

7.1 Changing Your Password

If you logged on to the Security Online Web Application using your Username and Password (see 3.0, “Accessing the Security Online Web Application” on page 3), the Change Password button is displayed, and you can change your password directly from the application.

To change your password:

54. Click Change Password at the top right of any page (see Figure 3‑4)

The Change Password page displays.

[image: image33.png]Information and Technology for Better Decision Making

Change Password

Current Password

New Password

Verify New Password

Submit | | Cancel

Password Edit Requirements

« Passwords must contain 8 characters

o Passwords must contain at least one Uppercase, one Lowercase, one Number and one Special Character ( -
1<#§98* 57 )

o Passwords cannot repeat the same character more than twice
o No password may match any of the previous § passwords
o Passwords expire every 45 days and are deactivated after 60 days of inactivity

Password reset problems can be resolved by caling 1-800-372-7437




Figure 7‑1: Change Password Page

55. Type your old password in the Current Password field.

56. Type your new password in the New Password field and in the Verify New Password field. Your password must meet the requirements shown on the page.

Note: To return to the previous page without making changes, click Cancel.

57. Click Submit. If your password was successfully changed, an acknowledgement page displays.
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Note: If an error message displays, retype your passwords and click Submit again. If problems persist, contact the DMDC Support Center (DSC) at 800-538-9522 or 800-372-7437 (global) or via DSN at 698-5000 (CONUS) or 312-698-5000 (OCONUS) to request a password reset. When the DSC has reset your password, you must change it when you next log on.

58. In the acknowledgement page, click Continue to proceed with using the Security Online Web Application or click Log Off to end your session.

7.2 Accessing Online Help

· To access the online help topics for the Security Online Web Application:

· Click Help in the top margin of any page (see Figure 3‑4).

A new window displaying the help topics opens.
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Figure 7‑2: Online Help Topics

· Click the desired topic in the Contents pane on the left side of the window.

Note: If your browser blocks the Help window, you may have to temporarily enable pop-ups to view it. Most browsers provide the option for allowing the currently blocked pop-up so that the pop-up blocker does not have to be turned off. Read any messages about the blocked window to see if that is an option.

· To close the help window, click [image: image36.bmp] in the browser window’s top bar.

7.3 Printing the User Manual

The user manual for the Security Online Web Application is available as a PDF file which can be saved and printed.

To print or save the user manual:

59. Type the following address in your Web browser and press <Enter>.

https://www.dmdc.osd.mil/appj/deerswebsite/documents.do?cat_code=2
60. Locate the Security Online Web Application User Manual in the list, then click the PDF icon in the Download PDF column.

61. In the File Download dialog box, do one of the following:

· Click Open to open the file then select the Print option in the Adobe Reader window to print the manual on your system’s default printer.

· Click Save to save the file.

Adobe Reader is required to open the PDF file. You can download the free Adobe Reader from www.adobe.com. Follow the instructions to download and install Adobe Reader.

7.4 Logging Off

When you have finished using the Security Online Web Application, be sure to log off. 

· Click Log Off in the top right margin of any page (see Figure 3‑4). 

An acknowledgement page displays.
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For maximum security, close your browser.

Note: You are automatically logged off the Security Online Web Application after a period of inactivity.
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