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NUMBER 192-112

SUBJ: RELEASING SOFTWARE VIA THE NATIONAL PATCH MODULE (NPM)

1. PURPOSE

This document establishes policy and procedures regarding the initiation and development of patches to VHA Information Systems and Technology Architecture (VistA) products. 

2. POLICY

The procedures described in this document provide the means for guiding the developer in creating a patch. All patch releases will be developed according to and will adhere to the procedures contained in this Standard Operating Procedure (SOP).

3. RESPONSIBILITIES

a.
Team Leader.  For the purpose of this document, the Team Leader will be defined as the Project Manager or Team Leader responsible for the patch. (The team may be a team of one.) The Team Leader will be responsible for the oversight and management of the patch development process.

(1)
Enter and maintain Fiscal Year Maintenance project entries in Primavera for each application.

(2)
When a unique defect is referred to development, the Team Leader or designee will:

(a)
Assign the primary National On-Line Information Sharing (NOIS) number to the next available defect activity in the Fiscal Year Maintenance project for the application.

(b)
Assign the Fiscal Year Maintenance project Defect Identifier (ID) number (project-phase-activity) to the primary NOIS entry for this defect.

(3)
For enhancements, evaluate the scope and size of the activity to determine if an Initial Requirements Analysis (IRA) is necessary.

(a)
If the project is a major enhancement, the software development life cycle is already in progress. The requirements within the software development life cycle must be followed.

(b)
If the project is a minor enhancement, you may proceed and by-pass the requirements within an enhancement software development life cycle.

(4)
Ensure that all reviews are requested via the VistA Data Systems and Integration (VDSI) web page and all appropriate documentation is submitted for each review.

b.
Developer.  When the Developer receives the assigned defect or enhancement, the following tasks will be performed, not necessarily in the order listed.  However, after creating the patch stub in the National Patch Module (NPM), and before modifying any routine, it is the responsibility of the developer to coordinate any potential routine conflicts.  Each routine is to be entered into the routine multiple of the NPM.  Any potential overlaps will be displayed, marked with a “u” for under development.  The developer of the other patch(es) listed must be contacted in order to coordinate the development and release of the affected patches.  At any time, however, the Developer may inspect the “Routines that Overlap in Patches” report on the Developer’s menu in Forum to review all of the overlaps.  The following are the Developer’s other responsibilities:
NOTE:  This process may include, at the discretion of the project manager or team leader, use of the Primary Developer Checklist.

(1)
Investigate if it is a defect and determine if a patch is warranted. 

(2)
If the project is a major enhancement, analyze the IRA, Software Requirements Specification, etc. to determine if the software will be released via the National Patch Module.

(3)
Create the patch stub in the National Patch Module (NPM).

(4)
For defects, update the status of appropriate NOIS.

(5)
Alert other team members (Enterprise VistA Support (EVS) Release Manager, SQA Analyst, Second Developer, Technical Writer, and Functional Analyst) that the patch is under development.

(6)
Make modifications.

(7)
Internally test all modifications.

(8)
Create the patch-tracking message. Send the message to test sites, Software Quality Assurance (SQA) Analyst, and the appropriate Enterprise VistA Support (EVS) team.

(9)
Determine if an Independent Verification and Validation (IV&V) review is required. If so, submit an IV&V and Lab Service Request for testing.

(10)
Send to test sites and Software Quality Assurance (SQA) Analyst.

(11)
Coordinate field test.

(12)
Coordinate completion of patch.

c.
SQA Analyst.  Have the overall responsibility for ensuring that all SQA policies, practices and guidelines are followed for a specific project. If applicable to the patch, the SQA Analyst will be a member of the development team, as determined by the project manager or team leader having responsibility for the patch.

d.
Second Developer.  Provides an independent peer review of the patch, focusing on the completeness and appropriateness of the patch's ability to address the issues or problems it is supposed to correct.
NOTE: This process may include, at the discretion of the project manager or team leader, use of the Second Developer Review Checklist
e.
Independent Verification and Validation (IV&V).  This step is only applicable when the project is FDA regulated, patient safety related, or mandated by the Director or Project Manager. IV&V provides an independent review of the patch, focusing on the completeness and appropriateness of the patch's ability to address the issues or problems it is supposed to correct, as well as its adherence to HSD&D Standards and Conventions.

f.
Technical Writer (Optional Member).  The Technical Writer prepares any new or modified documentation applicable to the patch. For example, technical, user manuals, etc.

g.
Functional Analyst (Optional Member).  The Functional Analyst reviews and updates function point data, if applicable to the patch.

4. PROCEDURES

a.
Patch Process Steps.
The defect patch process is normally initiated by referral of a NOIS entry to the VistA Software Development team. A developer with knowledge of the product will work in collaboration with the Team Leader, and end users as necessary, to determine whether a patch is warranted. When the developer begins work on the patch, he/she should change the status of the NOIS to “Awaiting Patch.” This should only be done when the patch is truly being worked on.

In situations where there is new development being done on the product, it will be necessary to discuss the resolution with a Project Manager and Functional Analyst to ensure that the problem is addressed consistently between versions. 

The following process typically occurs if a patch is warranted.

NOTE:
An asterisk (*) preceding the step name indicates the step pertains only to defect maintenance.

(1)
*Determine if Primary NOIS is a unique problem.  If it is found to be a duplicate, the developer will edit the Duplicate To field in NOIS by assigning the primary NOIS number to this field. The primary NOIS number is defined as the first NOIS chronologically received for a defect.

(2)
Update Fiscal Year Maintenance Primavera Project
(a)
Assign the primary NOIS number to the next available defect activity in the Fiscal Year Maintenance Project for the application(s). 

(b)
For minor enhancements, assign the E3R number to the next available minor enhancement activity in the Fiscal Year Maintenance Project to record the progress of the project. 

(3)
*Update NOIS with Primavera ID.  Assign the Primavera ID number (project-phase-activity) to the Keywords field of the primary NOIS entry for this defect.

(4)
Duplicate the Problem.  The developer tries to duplicate the problem and analyzes possible solutions. It may be necessary to arrange a meeting with stakeholders to determine the appropriate solution. 

(5)
Create Patch Stub.  The patch stub should include all the required sections as listed in the Patch Format, section b. The patch stub should be as complete as possible, given the amount of information known at this time.

(6)
*Update NOIS Entry

(a)
When work begins on the patch, the NOIS entry is updated to “Awaiting Patch” and the patch number is added to the NOIS. The patch number should be added in the format displayed in the NPM. Example:  XYZ*2*12 where XYZ is the package namespace, 2 is the version number and 12 is the next patch number assigned by NPM. 

(b)
Make a note within the NOIS entry. This is beneficial if information regarding our progress is available. This is an opportune time to get feedback and recruit test sites.

(7)
Coordination with New Development.  If new development is underway on the product being patched, it is necessary to review the final patch resolution with the appropriate Project Manager or Functional Analyst prior to releasing the patch to the test sites.

(8)
Modification of Routines.  Prior to making any modifications, pre-patch checksums should be determined. A backup copy of the routines prior to beginning modifications should be made in the event that they need to be restored. Routines should be saved to a Host File System (HFS) file or in a MailMan message. 

(9)
Update Routine File.  The Routine file may be updated to add any new routines included in the patch by doing one of the following: 

(a)
Use the Kernel Installation & Distribution System (KIDS) Utility [XPD UTILITY], Update Routine File [XPD ROUTINE UPDATE].

(b)
Run ^XINDEX and answer “YES” to the “Save parameters in ROUTINE file?” prompt.

(10)
Patches with Data Dictionary Changes.  If the patch contains changes to data dictionaries, regardless of significance, a mail message must be sent to the DBA for concurrence via the Exchange mail group VHA OI SDD Applic Struct & Integ Svcs. This message should include a description of the change and request formal approval to make the change. The message should also be sent to the Team Leader, SQA Analyst, and Project Manager. This request should be made as early as possible in the process.

(11)
Check for Integration Agreements.  Check each component included in the patch for appropriate Integration Agreements (IAs). Obtain updates to existing IAs when necessary. Review all external references for IAs in the routines for this patch.

NOTE:
Requests for IAs shall be sent to the appropriate custodial development team(s), Database Administrator (DBA), Team Leader, and all SQA Analysts.

(12)
Messaging Review.  If any form of messaging is affected, a mail message must be sent to the VDSI Messaging Administrator via the Exchange mail group VHA OI SDD Applic Struct & Integ Svcs.

(13)
Food and Drug Administration (FDA) Clearance.  Patches that alter the underlying platform, or interface with devices that are FDA regulated, must be submitted to the developer of those applications for impact review and analysis. The analysis will result in one of the following actions:

(a)
Analysis determines the patch does not impact the performance of the FDA regulated device and a “clearance” will be issued and documented in the patch description.

(b)
Analysis determines the patch does impact the performance of the FDA regulated device and successful integration/regression testing will be performed and documented in the patch description.

(14)
Analysis of External Impacts.  Patches should be analyzed for their potential impact on external systems (e.g., national databases at AAC or elsewhere). When a potential impact on an external system is discovered, appropriate personnel should be notified for requirements gathering, cost estimation, and work delivery activities.

(15)
Technical Reviews.  If changes to the structure of VistA are expected (i.e. adding a new module, significantly changing an existing one, etc), you must submit the changes to VDSI for review by sending a mail message to the Coordinator for Technical Reviews via the Exchange mail group VHA OI SDD Applic Struct & Integ Svcs.
(16)
Capacity Planning Reviews.  The Capacity Planning Team must review any changes to identify the potential impact on computer systems capacity and resources. These reviews must be requested by submitting an Application Self-Scoring Evaluation Support System (ASSESS) form from the Capacity Planning Web page.

(17)
Internal Testing of Patch.  Patches shall be tested thoroughly by the developer.

(18)
Complete HSD&D Patch Completion Checklist.  Prior to sending the first test version of the patch to the test sites and the SQA Analyst, the HSD&D Patch Completion Checklist will be completed. Utilize  Package and Patch Review Checklists Standard Operating Procedure 192-104. 

(19)
Preparing Patch.  All required components should be completed within the NPM. The goal is to test all aspects of that patch, including installation instructions, problem description, etc. All updates to the patch distributed to the test sites MUST be done by creating a new test version of the patch and sent via the NPM.

NOTE:
Always send patch messages to users on FORUM so that subsequent responses are received. 

To move the KIDS build to the patch entry on the NPM you should use the following steps.

(a)
Create KIDS Build.

1 Ensure all required builds are listed.

2 Track Package nationally field should be set to “YES.”

3 Alpha/Beta Testing field should be set to “NO” prior to completing the patch.

4 Package File Link field must be defined.

5 Description must be entered.

(b)
Store in MailMan Message or Host File for Transport.

6 Subject title should be a combination of patch number and description (e.g., XYZ*2*12 Test Version 1).

7 Send MailMan message to XXX@Q-PATCH at FORUM.

(c)
To send the test patch to the test sites you must link the MailMan message containing the build to the patch. Choose the Edit a Patch option on the Developers Menu under the Patch User Menu on FORUM to edit the patch. At the prompt Patch Status, you must enter “U” for “Under Development.” Accepting the default will not provide the following prompts. See example below.

PATCH DESCRIPTION:

347> Install Message sent #12345678

EDIT Option: <RET>

Select ROUTINE NAME: <RET>

           Editing MESSAGE TEXT

Do you want to copy a packman message into the Message Text? No// 

Yes

      (1) XYZ*2*12 Test Version 1      <DOE.JANE@DEVXYZ.  1438

      (2) XYZ*2*12 Test Version 2      <DOE.JANE@DEVXYZ.  1722

Select Message to copy: 2// <RET>

  Using message 'XYZ*2*12 Test Version 2’ Checking the input ..

  Deleting old text..

     Merge KIDS message into patch message text

MESSAGE TEXT: . . .

1361>

1362>$END KID XYZ*2.0*12

EDIT Option: <RET>

Editing comments only seen by releasers/developers

INTERNAL COMMENTS: <RET>

  1> <RET>

Select PATCH RELEASE CHECK: <RET>

STATUS OF PATCH: UNDER DEVELOPMENT// U UNDER DEVELOPMENT

Option to create a Patch message to send to test sites.

TEST v2   will be added to the Patch message subject.

You may change the TEST v[#] if necessary.:  (1-99): 2//  <RET

<you are prompted for recipients, message is created and sent>

(20)
Second Developer Reviews Patch.  The second developer reviews the first developer's checklist using this checklist review, the patch description and components for compliance. Also review the patch for dependencies on other patches under development in the same namespace.

(21)
SQA Analyst Reviews Patch.  The SQA Analyst thoroughly reviews the patch using the checklist in  Package and Patch Review Checklists Standard Operating Procedure 192-104. 

(22)
Independent Verification and Validation Reviews Patch.  IV&V installs the patch in the Bay Pines Test Lab for their patch review, using the IV&V checklist and Standards and Conventions documentation. Anomalies are captured and communicated to the developer. The Developer and Project Manager determine action to be taken.

(23)
Test Sites Test the Patch.  The Patch is provided to the test sites for testing and reporting of anomalies and other related issues/problems.

(24)
Patches with Data Dictionary Changes.  If it isn't obvious that all data dictionary changes have been submitted and approved, or if the data dictionaries have changed since the last review, another review is required at this point. A mail message must be sent to the DBA for concurrence via the Exchange mail group VHA OI SDD Applic Struct & Integ Svcs. This message should include a description of the change and request formal approval to make the change. The message should also be sent to the Team Leader, SQA Analyst, and Project Manager.

NOTE:
Because design and development is an iterative process, this step may occur more than once. All data dictionary changes must be approved by the DBA.

(25)
Create Patch Tracking Message.  The primary developer of the patch will initiate one message in order to track patch progress. It will be sent to all patch team members (other developers), SQA Analyst, the appropriate Enterprise VistA Support (EVS) team, and a contact person at each test site. Send this message to the recipients on FORUM.

(a)
Include any information team members may need to know in the original message.

(b)
Each new test version should be documented on the patch-tracking message.

(c)
All pertinent dialogs dealing with the patch should be contained in the patch-tracking message.
(d)
The name of the message must be “Patch Designation - Patch Tracking Message”  (e.g. XYZ*2*12 – Patch Tracking Message).
(26)
Additional Updates to NOIS.  Notes should be added to appropriate NOIS messages throughout the patch development and testing processes. 

(27)
Completion of the Patch.  Ensure the patch is accurate, complete and correct.

(28)
Update Function Point Data.  If the patch alters functionality, function point data should be reviewed by the Functional Analyst, and revised if necessary. If revisions are made, refer to SOP 192-015, Function Point Count for SD&D Projects. 

(29)
Patch Release Check.  Ensure all associated patch(es) are identified and entered in the Patch Release Check multiple. If there are patch dependencies, enter the required or associated patch(es) in this field. You should designate if the patch(es) entered in this field should be verified/installed prior to the installation of the current patch you are creating. See the following example.

Select PATCH RELEASE CHECK: XYZ*2*7 EXCEPTION MESSAGE

Are you adding 'XYZ*2*7' as a new PATCH RELEASE CHECK (the 1ST for this

DHCP PATCHES)? No// Y  (Yes)

   PATCH RELEASE CHECK REQUIRED FOR VERIFICATION:??

    Enter yes if the Patch in the 'PATCH RELEASE CHECK' must be verified and installed prior to verification and installation of this Patch.

    Enter No to allow concurrent verification and installation of this patch and the patch in the 'PATCH RELEASE CHECK'

In both cases the patches will be listed in the patch.

     Choose from:

       Y        YES

       N        NO

   PATCH RELEASE CHECK REQUIRED FOR VERIFICATION: Y YES

  REQUIRED FOR VERIFICATION: YES// <RET>

Select PATCH RELEASE CHECK:  <RET>

If you answer "YES", the following is displayed on the top of the patch:

Associated patches: (v)XYZ*2*7     <<= must be installed BEFORE 'XYZ*2*12'

If you answer "NO", the following is displayed on the top of the patch:

Associated patches: (v)XYZ*2*7

install with patch ‘XYZ*2*12’
b.
Patch Format.  Patches not originating from NOIS require complete supporting information and detailed description of the problem. In many cases, it may be beneficial to create a NOIS entry for tracking, especially if it is expected that the problem is affecting other facilities. The patch format entered into the NPM will follow the standard format outlined below.

(1)
Subject:

(a)
Use all capitals.

(b)
Descriptive for the contents of the entire patch. Words such as "miscellaneous", "several" and "various" are to be avoided.

Subject: EXCEPTION MESSAGE ENHANCEMENTS

(c)
When multiple projects share a namespace, include a meaningful project name.

(d)
When an individual project issues a patch associated with multiple namespaces, include the meaningful project name.

(2)
Category:  Include all appropriate category designations.

Category:  ROUTINE

           DATA DICTIONARY
(3)
Description:  The description should contain general information that would include both user and technical information, routine information and installation instructions when applicable. Specifically it should contain:

(a)
Each patch will include an Associated NOIS List, if applicable. If there are no associated NOIS, N/A should be entered under the heading.

Associated NOIS:

================

BAY-0599-12345

(b)
Each patch will include an Associated E3R list, if applicable. If there are no associated E3Rs, N/A should be entered under the heading.

Associated E3R: 

===============

E3R #21

(c)
Each patch should include a Test Site list.

Test Sites:

=============

Bay Pines, FL

Miami, FL
(d)
When describing the changes made by the patch:

8 Each issue addressed in a patch will be a separate numbered item.

9 The numbered item will include a description of the problem and corrective action.

10 Each item may include the NOIS number associated with the problem. 

11 Ensure that complete sentences and thorough descriptions are included.

(e)
Other packages should be referenced by their full name (e.g. VA FileMan, Kernel, etc.).

(f)
The entire routine set will be listed with the checksum values and patch information. Each routine will be listed with the routine checksum before and after the patch (new routines are listed with N/A in the “Before Patch” column). Also listed is the number(s) of the patch(es) in which the routine has been previously patched.  The second line example will follow the SAC standards.

See the following example.

Routine Summary:

================

The following is a list of the routine(s) included in this patch.

The second line of each of these routine(s) will look like:

<ls>;;1.0; XYZ PROJECT; **[Patch List]**;30 Apr 99

CHECK^XTSUMBLD results:

Routine    Before Patch      After Patch     Patch List
-----------     
 ------------------     
 ----------------           ---------------

XYZ101P             N/A          2034863             12

XYZSABL         2524310          2879492           7,12

XYZQUID        14023460         21734772         4,2,12

(g)
All patches will be exported using KIDS.

(h)
Installation Instructions should include the following:

12 Each step in the installation process should be numbered.

13 Time/Space estimates for installation and conversions.

14 Recommended time of day to install. Indicate reasons for restrictions.

15 Indicate whether users can be on the system.

16 Indicate all menu options and scheduled options that need to be placed out of service.

17 Address database cleanup.

18 List any operating system specific instructions (e.g. move routines to all systems).

19 List any information required concerning servers.
20 Address which routines can be deleted as appropriate.

21 Indicate when menu options and scheduled options can be placed back in service.

22 If the patch involves menu options, include a reminder that responding “Yes” to the prompt for rebuilding menu trees can significantly increase install time.

23 If the patch or package installation requirements are not 60 days for a VistA package, 24 hours for an emergency patch, and 30 days for a routine patch, state the alternate installation requirements in the patch Description. Otherwise, the requirements as stated in VHA Directive 2001-023 will apply.
NOTE:
The following example depicts a sample installation for XYZ PROJECT. The answer to the responses may vary with your project.

Installation Instructions:

==========================

This patch may be loaded with users on the system.  You may wish to install it during non-peak hours.  Installation will take less than 2 minutes.

 1.  Using the TaskMan option Schedule/Unschedule Options [XUTM SCHEDULE],

     unschedule the following option:

       XYZ BATCH UPDATE          UPDATE BATCH JOB FOR XYZ v2.0

 2.  Use the INSTALL/CHECK MESSAGE option on the Packman menu.  [Note: 

     TEXT PRINT/DISPLAY option in the PackMan menu will display the 

     patch text only.]

 3.  From the Kernel Installation and Distribution System Menu, select the Installation menu.

 4.  From this menu, you may elect to use the following options (when

    prompted for the INSTALL NAME, enter XYZ*2.0*12).

     (a)  Backup a Transport Global - this option will create a backup

          message of any routines exported with the patch.  It will NOT

          backup any other changes such as DDs or templates.

     (b)  Compare Transport Global to Current System - this option will

          allow you to view all changes that will be made when the

          patch is installed.  It compares all components of the patch

          (routines, DDs, templates, etc.).

     (c)  Verify Checksums in Transport Global - this option will allow

          you to ensure the integrity of the routines that are in the

          transport global.

     (d)  Print Transport Global - this option will allow you to view the

          components of the KIDS build.

 5.  Use the Install Package(s) option and select the package XYZ*2.0*12.

 6.  When prompted 'Want KIDS to INHIBIT LOGONs during the install? YES//',

     respond NO.

 7.  When prompted 'Want to DISABLE Scheduled Options, Menu Options, and

     Protocols? YES//', respond NO.

 8.  Using the TaskMan option Schedule/Unschedule Options [XUTM SCHEDULE],

     schedule the option XYZ BATCH UPDATE [UPDATE BATCH JOB FOR XYZ v2.0]

     to run every 10 minutes.

(i)
If the patch is issuing a separate Installation Guide/Release Notes:

24 Reference the additional documentation and where it may be obtained.

25 Ensure the cover sheet for the Installation Guide/Release Notes has the Subject and Designation of the patch from the NPM entry.

c.
Routine Information

(1)
List all routine name(s).  This includes all one-time conversion routines, pre- or post- installation routines, and the environment check routine.

(2)
Do not include the second line or checksum information in the Routine multiple.

d.
Documentation (Optional).  If there are changes in documentation identify the instructions for retrieval.

e.
Enterprise VistA Support (EVS).  The Project Manager’s designee will contact the EVS Release Manager and execute turnover of the package or the completed patch to EVS. Forward all patch tracking messages to the EVS person designated as release manager for the patch.

5. REFERENCES

VHA Directive 2001-023, Installation Timeframes for Veterans Health Information Systems and Technology Architecture (VistA) Software Packages and Patches
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SOP 192-029 Patch Template, September 1998
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