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ACCESS CONTROL
SPEC WRITER NOTE:
1. Use this section only for NCA projects. Delete text between // ______ // not applicable to project. Edit remaining text to suit project.
2. Contact Department of Veterans Affairs’ (VA) AHJ, Spectrum Management and COMSEC Service (SMCS), Special Communications Team (SMCS 07A2), Telephone (202‑461‑5301/5311), for technical assistance.
3. When using this section, always include Section 27 05 00, COMMON WORK RESULTS FOR COMMUNICATIONS in project specifications.
GENERAL
SUMMARY
Section Includes:
SPEC WRITER NOTE: Insert cemetery name and contract identification number.
New state‑of‑the‑art fully functioning physical access and control system (PACS) installed in VA’s National Cemetery (NCA) // ______ // to regulate access to restricted buildings, // building areas, // and // fenced areas //. // Contract // Project // Number: // ______ //.
SPEC WRITER NOTE: Consider specifying door position sensors in Section 08 71 00, DOOR HARDWARE to permit concealed mortise installation.
Door position sensors reports to // host facility intrusion detection system // system intrusion detection system when PACS is not managed by host facility //.
See Section 27 05 00, COMMON WORK RESULTS FOR COMMUNICATIONS for requirements governing work of this section.
RELATED REQUIREMENTS
SPEC WRITER NOTE: Update and retain references only when specified elsewhere in this section.
Firestopping: Section 07 84 00, FIRESTOPPING.
Penetration Sealants: Section 07 92 00, JOINT SEALANTS.
Door Position Sensor Preparation: Section 08 11 13, HOLLOW METAL DOORS AND FRAMES and Section 08 14 00, INTERIOR WOOD DOORS.
Electric Locks and Strikes: Section 08 71 00, DOOR HARDWARE.
Electrical Power Wiring: Section 26 05 11, REQUIREMENTS FOR ELECTRICAL INSTALLATIONS.
Electrical Power Conductors: Section 26 05 21, LOW‑VOLTAGE ELECTRICAL POWER CONDUCTORS AND CABLES (600 VOLTS AND BELOW).
Electrical Power System Grounding: Section 26 05 26, GROUNDING AND BONDING FOR ELECTRICAL SYSTEMS.
Electrical Power System: Section 26 05 33, RACEWAYS AND BOXES FOR ELECTRICAL SYSTEMS and Section 26 27 26, WIRING DEVICES.
Lightning Protection: Section 26 41 00, FACILITY LIGHTNING PROTECTION.
Perimeter Lighting: Section 26 56 00, EXTERIOR LIGHTING.
Communications General Requirements: Section 27 05 00, COMMON WORK RESULTS FOR COMMUNICATIONS.
Communications System: Section 27 05 26, GROUNDING AND BONDING FOR COMMUNICATIONS SYSTEMS, Section 27 05 33, CONDUITS AND BACKBOXES FOR COMMUNICATIONS SYSTEMS, Section 27 10 00, STRUCTURED CABLING.
// Weapons Storage Surveillance: Section 28 20 00, VIDEO SURVEILLANCE. //
// Alarm Systems: Section 28 31 00, INTRUSION DETECTION. //
APPLICABLE PUBLICATIONS
Comply with references to extent specified in this section.
American National Standards Institute/Security Industry Association (ANSI/SIA):
AC‑01‑1996.10 - Access Control Standard Protocol for the 26‑bit Wiegand TM Reader Interface.
Federal Information Processing Standards (FIPS):
FIPS 201‑2 - Personal Identity Verification (PIV) of Federal Employees and Contractors.
Government Accountability Office (GAO):
03‑8‑02 - Security Responsibilities for Federally Owned and Leased Facilities.
International Organization for Standardization/Independent Electrical Contractors (ISO/IEC):
7816 - Identification cards - Integrated circuit cards, most current date for each part.
14443 - RFID cards; Contactless Proximity Cards Operating at 13.56 MHz in up to 5 Inches Distance, most current date for each part.
15693 - RFID cards; Contactless Vicinity Cards Operating at 13.56 MHz in up to 50 Inches Distance, most current date for each part.
National Institute of Standards and Technology (NIST):
IR 6887 V2.1 - Government Smart Card Interoperability Specification.
Special Pub 800‑96 - PIV Card Reader Interoperability Guidelines.
Telecommunications Industry Association(TIA):
232‑F - Interface Between Data Terminal Equipment and Data Circuit‑Terminating Equipment Employing Serial Binary Data Interchange.
485‑A - Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint Systems.
UL LLC (UL):
Listed - Online Certifications Directory.
294‑13 - Access Control System Units.
1076‑95 - Proprietary Burglar Alarm Units and Systems.
Usab.
United States Access Board (USAB):
ABA - Architectural Barriers Act Accessibility Standards.
United States Department of Homeland Security (HLS):
HSPD 12‑04 - Policy for a Common Identification Standard for Federal Employees and Contractors.
SUBMITTALS
Submittal Procedures: Section 01 33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES.
WARRANTY
SPEC WRITER NOTE: Always retain construction warranty. FAR includes Contractor's 1 year labor and material warranty.
Construction Warranty: FAR clause 52.246‑21, "Warranty of Construction."
PRODUCTS
SYSTEM DESCRIPTION
PACS Integration:
Designed by approved BICSI RCDD.
Install and test by with manufacturer guidance.
Acceptance tested and commissioned by AHJ SMCS 07A2.
PACS: Standalone, local access controls connected to remote host facility central station providing system software and access privileges database management // intrusion detection // and // video surveillance // functions.
SPEC WRITER NOTE: Ensure internet connection is shown in main computer room (MCR) for system interface and control.
Protocol: Internet, addressable, and programmable.
SPEC WRITER NOTE: Confirm and specify available computer interface.
Interface: Computer, via VA FTS and Telco Tie Lines // or current federal communications media //.
System Components Including but not limited to:
Card readers at restricted access entry points.
SPEC WRITER NOTE: Usually delete credential cards. Host VAMC provides cards for NCA.
Credential cards.
SPEC WRITER NOTE: Usually delete badging station. Host VAMC provides cards for NCA.
Picture ID and badging station.
Door position indicators.
Portal control devices.
Entry Control Device.
Electronic door hardware.
Power supplies.
Power and control wiring, raceways, and grounding.
SPEC WRITER NOTE: Retain access control locations and show control devices on drawings.
Access Control Locations:
Administration Building:
Employee entrances.
Secure records storage.
Telephone, main computer room (MCR), and telecom rooms.
IT closets.
Electrical rooms.
Maintenance Building:
Main building entry.
IT closet, Security System closet, and Electric closet.
Honor Guard Building:
Building entry.
SPEC WRITER NOTE: Video surveillance is required for weapons storage. Coordinate with Section 28 20 00, VIDEO SURVEILLANCE.
Weapons storage room.
IT closet, Security System closet, and Electric closet.
Other Facilities:
Water storage // and water well // areas.
SPEC WRITER NOTE: List other site specific facilities requiring access control.
// ______. //
SPEC WRITER NOTE: Coordinate intrusion detection and video surveillance requirements incorporated into PACS.
Integrate // intrusion detection // and // video surveillance // into PACS. See // Section 28 31 00, INTRUSION DETECTION // and // Section 28 20 00, VIDEO SURVEILLANCE //.
Camera Security Monitoring System:
Provide 24 hour perimeter and building entry points and emergency exits using fixed color cameras.
Provide 24‑hour camera monitoring, controlling, and recording capability.
Automatically display camera viewing access point in alarm state.
Additional System Requirements: See Section 28 20 00, VIDEO SURVEILLANCE.
Intrusion Detection System (IDS):
Monitor door position sensors.
Provide 24‑hour IDS monitoring and controlling capability.
Activate audible alarm when IDS device signals alarm.
Additional System Requirements: See Section 28 31 00, INTRUSION DETECTION.
Integrate security subsystems via computer programming or direct hardwiring.
Comply with manufacturer requirements for correct system operations. Ensure system integration computers meet or exceed system software minimum system requirements.
SPEC WRITER NOTE: Coordinate device locations and mounting heights with USAB ABA.
Locate PACS components according to accessibility standards.
Ease of Use: Design, install and program PACS for ease of operation, programming, servicing, maintaining, testing, and upgrading.
SYSTEM PERFORMANCE
PACS and system components complying with specified performance:
Standard Compliance: UL 294.
Personal Identity Verification: FIPS 201, HLS HSPD 12, NIST IR 6887, and NIST Special Pub 800 compliant.
Duty Rating: Continuous service.
Totally functional, without degradation, to host or secondary control/management systems. If found not compliant with host facility PACS, immediately contact Contracting Officer's Representative (COR) for directions.
PRODUCTS - GENERAL
Products: GSA APL approved.
Provide // identical // control and communications panels from same manufacturer ensuring compatibility.
SPEC WRITER NOTE:
1. A/E to develop site specific CCC installation specification with facility's using service and AHJ SMCS 07A2.
2. A/E to develop CCC construction specifications to comply with TDM requirements, when no CFM specification is available.
CUSTOM CONTROL CONSOLE (CCC) AND CABINETS
Meets system's specific requirements in PCR, ECR, and EMCR.
PANEL MODULES
General Control Module:
Process access control and alarm monitoring operations.
Access Request Response Time: Maximum 0.5 seconds when connected to 64 card readers.
Store access levels, hardware configuration, and alarm outputs. Transmit alarm condition to remote client workstation // designated by COR //.
Functional and Operational Requirements:
Communications: Electronically supervised, minimum 115,200 bps. Support direct‑connect and remote dial‑up.
Downstream Multi‑Drop: TIA 485; card readers and control panel.
Downstream Serial: TIA 232.
Upstream: TIA 485; full duplex, system head‑end UL 1076 Grade AA communication channel.
Electronically Supervised Communications with system software.
Memory: Minimum 8 MB.
Cardholders: Store minimum 5,000.
Events: Store minimum 10,000.
Local Area Network (LAN): RJ45 (10/100baseT) Ethernet Interface Token Ring, 4 MB connectivity.
Support multiple PIV card technologies.
SPEC WRITER NOTE: Confirm and specify card technologies compatible with host facility.
Support minimum 8 card formats and facility codes.
Integrate with card readers.
Issue Code Support for both Magnetic and Wiegand Card Formats.
Individual Shunt Times.
PIN Codes: Maximum 9‑digit.
LED Status Indicators: Show component and communication status.
Access Control Module:
Control Capacity: Minimum 16 openings.
Input and Output: Programmable relays.
Input Relays: UL 294 and UL 1076; analog, monitoring and reporting alarm conditions, power faults, and tampers.
Normal Operation: Monitor control relays for alarm condition.
Alarm Operation: Activate programmed alarm outputs.
Functional and Operational Requirements:
Scan zone alarm contact status minimum 120 times per second.
Processor: Low power complementary‑symmetry/metal‑oxide semiconductor (CMOS) type.
Filtered data for noise rejection to prevent false alarms.
Alarm Inputs: Unsupervised.
Supervised Inputs: Minimum 16.
Tamper and Power Status: 2 dedicated inputs.
Output Relays: Control output device in response to:
Input alarms.
Commands from system operator.
Time zone control automatic operation.
Functional and Operational Requirements:
Individual Relay Pulsing: Programmable, predetermined duration.
System Operator Command Responses: Pulse, on, off, and normal state reset.
Output Rating: 5 Amps, 30 Volts DC.
ELECTRONIC SECURITY MANAGEMENT SYSTEM (SMS)
System Configuration Functions: Any combination of the following:
SPEC WRITER NOTE: Retain functions required for project. Coordinate specified control modules supporting required functions.
Personnel enrollment and badging.
Alarm monitoring.
Administrative.
Asset management.
Digital video management.
Intrusion detection.
Visitor enrollment.
Remote access level management.
Integrated client workstations.
Expandability: Support unlimited number of individual module or integrated client workstations.
Network Connectivity: Connect access control devices and Intelligent System Controllers (ISC) to each networked Windows 2003/2000/2007/XP based access control system workstation.
Reporting Capability: Compose, file, maintain, update, and print reports.
Individual Reports: Report employee’s name, office location, phone number or direct extension, and normal hours of operation, and detail listing of employee’s daily access controlled events.
System Reports: Report information on daily, weekly, and monthly basis including events, alarms, and other activity associated with system users.
Report Format: Tabular, chronologic by date and time.
Network Protocol and Topology Capability:
Transmission Control Protocol (TCP)/IP.
Novell Netware (IPX/SPX).
Banyan VINES.
IBM LAN Server (NetBEUI).
Microsoft LAN Manager (NetBEUI).
Network File System (NFS) Networks.
Remote Access Service (RAS) via ISDN, x.25, and standard phone lines.
Subsystem Control: Provide full interface and control of following subsystems:
Public key infrastructure.
Card management.
Identity and access management.
Personal identity verification.
System Features and Compatibilities:
SPEC WRITER NOTE: Confirm internet connection required location. MCR is typical.
Local and remote operation via LAN, WAN, internet, or intranet only at MCR.
Event and alarm monitoring.
Database partitioning.
Ability to fully integrate with security subsystems.
Enhanced monitoring station with split screen views.
Alternate and extended shunt by door.
Escort management.
Enhanced IT‑based password protection.
N‑man rule and occupancy restrictions.
Open journal data format for enhanced reporting.
Automated personnel import.
ODBC support.
Windows 2000 Professional, Windows Server 2003, Windows XP Professionals for Servers.
Field‑level audit trail.
Cardholder access events.
SPEC WRITER NOTE: Confirm network server and client workstation locations are shown on drawings.
Provide network server and client workstations as approved by OI&T during project design.
	NETWORK SERVER

	Processor
	1.8 GHz, Intel Pentium/Dual Processor

	Free HD space
	300 GB

	Memory
	4.0 GB

	Network card
	10/100 base‑T

	CD/ROM drive
	20X

	Monitor/video adaptor
	27’ SVGA/HDTV (1024 X 768)

	Operating system
	Comply with client applications requirements as approved by host VAMC OI&T

	Ports
	2 Serial; 1 Parallel; 4 USB

	Back‑up
	Tape/CD‑RW

	Modem 
	56.7 kBps (must be specifically approved by Host VAMC’s OI&T)

	CLIENT WORKSTATION

	Processor
	1.5 GHz Intel Pentium/dual core

	Free HD Space
	200 GB

	Memory
	2.0 GB

	CD‑ROM Drive
	20X

	Network/Video adapter
	22” HDTV/SVGA (1024 X 768)

	Operating System
	Comply with client applications requirements as approved by host VAMC OI&T


UnInterruptible Power Supplies (UPS):
SPEC WRITER NOTE: Contact SMCS 07A2 for technical information including required capacity regarding UPS. Retain 1 of 2 methods of specifying capacity.
Capacity: // ______ // kVA.
Alarm output: 1 each Form “C” Relay contact (or approved equal).
Indicators: 1 each - Activation LED.
PIV CARDS
PIV Cards: Provided by // host station VA Security Service // Contractor as a part of contract, with instructions from host station Security Service //.
CARD READERS - GENERAL
Card Readers: FIPS 201 and ISO/IEC 14443, A or B compliant; programmable, addressable, and wired.
Control locking door hardware. See Section 08 71 00, DOOR HARDWARE.
Report to control panel for recording door access:
Time and date.
Individual identification.
Door location.
Connected by home run to main panel.
Card Reader Type: // Card only // card and PIN //.
Output: Wiegand, RS‑232, TIA 485 or TCP/IP.
Housing: Aluminum bezel with wide card entry lead‑in.
Electronics: Read head and sender encoding control signals.
Status Lights: LED indicating card reader status and access status.
Off‑Line Operation: Programmable; locked, unlocked, or facility code operation when main control panel communication is lost.
Access Status Audible Indicator:
Access Granted: 2 tones or beeps.
Access Denied: 3 tones or beeps.
Inputs: Minimum 2, programmable.
Outputs: Minimum 2, programmable.
Keypads: // Integral with card reader // Standalone // alphanumeric arranged in ASCII code ordinal sequence with tactile and audible feedback when buttons are pressed.
Display: LED; access status and user prompts.
Status Indication:
Power on and off.
Access granted.
Access denied.
Limit keypad display viewing angles, measured normal to keypad surface centerlines.
Horizontal Limit: Maximum 5 degrees.
Vertical Limit: Maximum 15 degrees.
Output: Signal control panel.
Response Time: Maximum 800 milliseconds after last keypad entry.
Power Consumption: Maximum 150 Watts.
// Wall // and // Pedestal // Mounting: // Surface, // semi‑recessed, // and // recessed //. // See drawings. //
Exterior Locations: Weatherproof.
Duress Signal: Report emergency when special code is entered.
SPEC WRITER NOTE: Retain smart card readers for FIPS 201 compliance and VA preferred technology.
SMART CARD READERS
Smart Card Readers: FIPS 201, contactless type, reading ISO/IEC 7816, ISO/IEC 14443, and ISO/IEC 15693 compliant cards.
Card Proximity Range: Minimum 25 to 50 mm (1 to 2 inches).
Card Types: DESfire and iCLASS.
Functional and Operational Requirements:
"Flash" download capability to accommodate card format changes.
Read and transmit card data to control panel.
Data Output Formats: Field configurable with command card.
FIPS 201 Low: Outputs FASC‑N in assorted Wiegand formats from 40 to 200 bits.
FIPS 201 Medium: Outputs combination FASC‑N and HMAC in assorted Wiegand formats from 32 to 232 bits.
SPEC WRITER NOTE: Retain magnetic stripe card readers when required by existing host facility central station for FIPS 201 compliance transition. Smart card reader is preferred. Ensure compatibility with host facility’s SMS.
MAGNETIC STRIPE CARD READER
Magnetic Stripe Card Readers: Swipe or insertion type; read credential cards using single layer 4000 units of magnetic field strength per magnetic tape material.
Functional and Operational Requirements:
Card Speed: 125 to 760 mm/s (5 to 30 inches/s).
Data Rate: 1.0 ms per bit.
Connections: Plug‑in with 200 mm (8 inches) pigtail cable.
Output format: 26 - 34 bit.
Power: Manufacturer's standard.
Lifetime: 100,000 hours continuous mean time between failures (MTBF).
False Reject Rate: Maximum 5 percent.
False Accept Rate: Maximum 2 x 10^‑6 percent.
Static Discharge: Minimum 20,000 Volts.
LED: Required.
Card Format: EMPI 26 or 34 bit ANSI/ABA all bits.
Output Format: Clock and data, maximum 37 characters/10 digit ANSI/ABA 26 or 34 bit.
SPEC WRITER NOTE: Retain magnetic stripe card readers when required by existing host facility central station for FIPS 201 compliance transition. Smart card reader is preferred.
PROXIMITY (PROX) CARD READER
Proximity Card Reader: Active/passive proximity detection, contactless type.
Active Detection: Receive and decode unique identification transmitted from credential card.
Passive Detection: Read card resonant frequencies for unique identification.
Card Reading Range:
Parking Lots and Parking Garages: 50 to 400 mm (2 to 16 inches).
Other Locations: 50 to 150 mm (2 to 6 inches).
PORTAL CONTROL DEVICES
Assist System by:
Monitoring door status.
Allowing exit via push button, request to exit, or panic/crash bar.
Providing system override via keypad or key bypass.
Assisting door operations using automatic openers and closures.
Providing secondary means of access to space via keypad.
Monitoring via main control panel.
Providing secondary means of access control within secure area.
SPEC WRITER NOTE: Retain pushbutton switches for second means of releasing magnetic locks.
Push‑Button Switches: Momentary contact; back lighted push buttons, and stainless steel switch enclosures.
Contacts: Double‑break silver contacts making 720 VA at 60 Amperes and breaking 720 VA at 10 Amperes.
Guard Control: Provide interface board including buttons to remotely release access controlled doors. Label buttons identifying controlled doors.
Key Bypass: Provide cylinders for locks and exit devices. See Section 08 71 00, DOOR HARDWARE.
DOOR STATUS INDICATORS
Door Position Sensors: Surface or flush mounted, wide‑gap type. Monitor and report OPEN and CLOSED door status.
Access Control Switches: Double pole, double throw switches; reporting independently to access control system and intrusion detection system.
Gap Operating Range: 0 to 50 mm (0 to 2 inches).
Request‑to‑Exit Devices (RX):
RX Device: Infrared sensor and push button to de‑energize each electromagnetically locked door allowing free exit.
Infrared Sensors:
Alarm output: 2 each - Form “C” Relay contacts.
Indicators: 1 each - Activation LED.
Power Requirements: // 12 or 24 Volt AC // 12 or 24 Volt DC; 26 mA at 12 Volt DC //.
ENTRY CONTROL DEVICES
SPEC WRITER NOTE: Retain only devices specified in Section 08 71 00, DOOR HARDWARE.
Electric Strikes: See Section 08 71 00, DOOR HARDWARE.
Turnstiles // contact SMCS 07A2 for technical information if required //.
WIRING
Grounding and Bonding Materials: See Section 27 05 26, GROUNDING AND BONDING FOR COMMUNICATIONS SYSTEMS.
Raceways: See Section 27 05 33, CONDUITS AND BACKBOXES FOR COMMUNICATIONS SYSTEMS.
Wires: See Section 27 10 00, STRUCTURED CABLING.
EXECUTION
INSTALLATION - GENERAL
Install products according to UL 294, manufacturer's instructions // and approved submittal drawings //.
When manufacturer's instructions deviate from specifications, submit proposed resolution for COR's consideration.
INSTALLATION - EQUIPMENT
SPEC. WRITER NOTE: Edit paragraph and sub‑paragraphs to apply only to the equipment and devices that are being installed.
Configure components with service points to pinpoint system trouble in less than 15 minutes.
Control Panels:
Install control panels plumb and level, securely attached to // wall // floor //.
Mount panels allowing servicing and testing access.
Connect wiring to control modules.
Program control modules to provide specified functions.
SMS:
Coordinate with VA agency’s IT personnel to place computer on local area network or intranet with security system protection levels ensuring only authorized VA personnel have access to system.
Program and set‑up SMS ensuring full operation.
Card Readers:
Install card readers. Connect wiring.
Program card reader.
Door Status Indicators:
Install door position switches. Connect wiring.
Install RX devices. Locate RX switches away from glazed openings; maximum 1800 mm (6 feet) from door.
Install entry control devices. See Section 08 71 00, DOOR HARDWARE. Connect wiring.
Video Surveillance System Integration: Program SMS to automatically display designated video surveillance camera when an access control system device signals alarm state.
FIELD QUALITY CONTROL
SPEC WRITER NOTE: Section 01 45 29, TESTING LABORATORY SERVICES includes VA provided testing for large projects and contractor provided testing for small projects. Coordinate testing responsibility.
Acceptance Testing:
Verify system components are authorizing proper credentials at access controlled doors and system alarms are functioning.
Perform visual check and record presence of required access controlled opening components and devices.
Test each opening while in locked status by physically pushing and pulling on door, in and out, and up and down.
Validate door remains in locked position with no visible gaps forming between door and frame at any point along the opening edges.
Door position sensor shall not alarm.
Test each opening and system response for following conditions:
Authorized credential presented.
Unauthorized credential presented.
Wrong pin entered.
Door held open.
Door forced.
Validate tamper switch operation for following devices:
Door position switch. Signal alarm when door strike edge moves maximum 25 mm (1 inch) from closed and latched position.
Control panels.
Card readers.
Observe and verify SMS system operation including:
System transaction records.
System alarm and tamper reports.
Graphical map accuracy.
Alarm generation to alarm reporting latency period.
Alarm text indication accuracy.
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